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Abstract

The popularity of peer-to-peer search networks grows, even as the limitationsto the scalability of ex-
isting systems become apparent. We propose asimple model for search networks, called the search/index
links (SIL) model. The SIL model describes existing networks while aso yielding organizations not
previoudly studied. Using simulation results, we argue that a new organization, parallel search clusters,

is superior to existing supernode networksin many cases.
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1 Introduction

Peer-to-peer search networks have become very popular as away to effectively search alarge number of dis-
tributed, diverse collections. These search networkstake advantage of the large aggregate processing power
of many hosts, while leveraging the distributed nature of the system to enhance robustness. “Peer-to-peer”
(P2P) isagenera term and describes afamily of network organizationsthat combine search forwarding and
content indexing to providean information location service. Thevariousdifferent P2P network organizations
have advantages and disadvantagesin terms of scalability, efficiency and fault tolerance.

We present a simple model that allows us to represent and visuaize many current P2P network orga-
nizations. We call this model the search/index link (SIL) model. The SIL model allows us to examine
and compare the properties inherent within a particular organization, independent of the details of specific

implementationsof that organization. Our model also yields new organi zationsthat have not previously been



studied. We show that these new organizations can be superior to existing P2P networksin some interesting

cases.

2 The search/index link model

A peer-to-peer search network is a set of peers that store, search for, and transfer digital documents. We
consider here “fuzzy” or content searches, such as keyword searches, metadata searches, and so on. This
distinguishes a peer-to-peer search network from a distributed hash table [18, 15], where the search isfor a
specific document with a specific identifier. Each peer in the network maintains an index over its content
(such as an inverted list of the words in each document) to assist in processing searches.

The search network forms an overlay network on top of a fully-connected underlying network infras-
tructure. Peersthat are neighborsin the overlay are connected by network linksthat are logically persistent,
although they may be implemented in a connection-oriented or connectionlessway. In the search/index link
(SIL) model, there are four kinds of network links, distinguished by the types of messagesthat are sent, and

whether apeer receiving a message forwards the message after processing it:

¢ A non-forwarding search link (NSL) carries search messages from one peer A to another peer B. Peer
B processes each search message and returns results to A, but does not forward the message to other

nodes.

¢ A forwarding search link (FSL) carries search messages from A to B. Peer B will processeach search
message, return search resultsto A, and forward the message along any other forwarding search links
originatingat B. If A isnot the originator of the query, it should forward any search results received
from B (and any other nodes) along the FSL on which A received the query. Each search message
should have a unique identifier that is retained as the message is forwarded. When a peer receives
a search message with an id it has previously seen, the peer should discard the message without
processing or forwarding it. This will prevent messages from circulating forever in the network if

thereisacycle of FSLs.

¢ A non-forwarding index link (NIL) carries index update messages from A to B. Peer B adds A’s
index entriesto its own index, and then effectively has a copy of A’sindex. Peer B does not forward

the update message.



Figure 1. A network with search links.

¢ A forwarding index link (FIL) carries index update messages from A to B, as with non-forwarding
index links, but then B forwardstheupdate message al ong any other forwardingindex linksoriginating
a B. Aswith FSLs, update messages should have unique ids, and a peer should discard duplicate

update messages without processing or forwarding them.

Network links are directed communications channels. A link from peer A to peer B indicatesthat A sends
messagesto B, but B only sends messagesto A if thereis also aseparate link from B to A. Modeling links
as directed channels makes the model more general. An undirected channel can of course be modeled as a
pair of directed links going in opposite directions. For example, the linksin Gnutella[1] can be modeled as
apair of forwarding search links, onein each direction. Although forwarding linksmay at first glance seem
more useful, we will seelater how non-forwarding links can be used (Section 3).

Figure 1 showsan example network containing searchlinks. Non-forwarding search linksare represented
as single arrows (—>) while forwarding search links are represented as double arrows (—>). Imagine that
a user submits a query to peer A. Peer A will first process the query and return any search results it finds
to the user. Node A will then forward this query to both B and €', who will also process the query. Node
B will forward the query to D, but not £, sincetheedge B — F isan NSL. Node C' will not forward the
guery, since it received the query along an NSL. The user’s query not reach F at al, and E’s content will
not be searched for this query.

A peer uses an index link to send copies of index entries to its neighbors. These neighbors incorporate
these entries into their own index, and process queries over them. For example, consider a peer A that has
an index link to apeer B. When B processes a query, it will return search results both for its own content
as well as for the content stored at A. Peer A need not process the query at all. We say that B is searched

directly in this case, while A is searched indirectly.



Figure 2: A network with search and index links.

Whenever a peer creates a new index entry or modifies an existing entry, it should send a message
indicating the change a ong all of itsoutgoingindex links. A peer might create an index over all of itslocaly
stored documents when it first starts up, and should send all of the index entries to each of itsindex link
neighbors. Similarly, if a node deletes a document, it would remove the corresponding entries from its own
index as well as notifyingitsindex link neighborsto do the same.

Figure 2 showsanetwork that contai ns both search and index links. Index linksare represented as dashed
lines, single (--->) for non-forwarding index links and double (:-->) for forwarding index links. Nodes A,
B, C'and D are connected by a“ring” of FILs. Anindex update occurring at peer A will thus be forwarded
to B, C', D and back to A (A will not forward the update again). In fact, al four of the nodes A...D will
have complete copies of the indexes at the other three nodesin theindex “ring”. Nodes F, F', G and H are
connected by FSLs, and a search originating at any peer F...H will reach, and be processed by, the three
other nodes on the search “ring.” Notice that there is also an FSL between F and D. Any query that is
processed by F will be forwarded to D, who will also processthe query. Since D has acopy of theindexes
from A...C, this means that any query generated a F, I, G and H will effectively search the content of
al eight nodes in the network. In contrast, a query generated at nodes A... D will be processed at the node
generating the query, and will only search theindexes of thenodes A...D.

For the rest of our discussion, it is useful to define the concept of a search path:

¢ A search path from peer X topeer Y is

— a(possibly empty) sequence of FSLs fi, fo, ... f, such that f; originatesat X, f,, terminates at

Y, and f; terminates at the same node at which f;,; originates, or

— anNSL from X toY
A search path from X to Y indicates that queries processed at X will eventually be forwarded to Y. For
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example, in Figure 2 thereisasearch path from F’ to D but not from D to F. Notealsothat thereis (trivially)
a search path from a node to itself.
Similarly, an index path from X to Y isasequence of FILsfrom X to Y, or oneNIL from X to Y. In

thiscase, X 'sindex updates will be forwarded to Y, and Y will have a copy of X’sindex.

2.1 “Good” networks

The network linkswe have discussed above are not by themselves new. Forwarding search links are present
in Gnutella, forwarding index links are used in publish/subscribe systems, non-forwarding index links are
used in supernode networks, and so on. However, different link typestend be used inisolationor for narrowly
specific purposes, and arerarely combined into asingle, general model. Our graphical representation allows
usto consider new combinations. In fact, the number of search networksof » nodesthat can be constructed
under the SIL model isexponential in »2. Only asmall fraction of these networkswill allow usersto search
the content of all the peersin the network, and an even smaller fraction will aso have desirable scalability,
efficiency or fault tolerance properties. We must examine how we construct “good” networksusing our SIL
model, and this of course requires defining what we mean by “good.”

First, we observe that a search network only meets users' needsif it allows them to find content. Since
content may be located anywhere in the network, a user must be able to effectively search all of the content

repositories, either directly or indirectly. We can quantify this goal by defining the concept of coverage.

Definition. The coverage of peer p in a network N is the fraction of the peersin N that can be

searched, either directly or indirectly, by a query generated by p.
Ideally, networks should have full coverage:
Definition. A network N hasfull coverageif every peer p in N has coverage=1.

Even a network that has full coverage may not necessarily be “good.” Good networks should also be
efficient, in the sense that peers are not overloaded with work answering queries. One important way to
improve the efficiency of a network isto reduce or eliminate redundant work. If peers are duplicating each

other’s processing, then they are doing unnecessary work.

Definition. A search network N hasredundancy if thereexistsanetwork link in N that can beremoved

without reducing the coverage for any peer.



Intuitively, redundancy resultsin messages being sent to and processed by peers, even when such processing
does not add to the network’s ability to answer queries.

Redundancy can manifest in search networksin four ways. First, search/search redundancy occurswhen
the same peer P processes the same query from the same user multiple times. If there are multiple search
paths from the user’s peer to P, then P can receive severa copies of the query. The peer P must process
the query thefirst timein order to give the user full coverage. After that, any subsequent processing of the
query is redundant and unnecessary. As mentioned earlier, to deal with this issue queries are tagged with
an id number, and each peer checksthe id of each query it receives. If this check can be made significantly
cheaper than processing the query again, then the effects of search/search redundancy become negligible.

A second type is update/update redundancy, which occurs when the same peer P processes the same
update multipletimes. Consider apeer R that has multipleindex pathsto P. Peer R’'s update messages will
be copied by the network as they are forwarded, and multiple copieswill reach P. Peer P must processthe
updatethefirst time, but subsequent processing of the same updateisredundant. The effects of update/update
redundancy is mitigated in a manner similar to search/search redundancy: by tagging update messages with
ids and checking for duplicateids.

A third typeis search/index redundancy, where a peer A processes aquery even though another peer B
has a copy of A’sindex and processes the same query. Because B will return search results covering A’s
content, it is unnecessary for A to process the query directly.

Finally, index/index redundancy is where two different peers B and C' both process a search over a copy
of athird peer A’sindex. If A hasan index path to B and ', both peers will have to process A’s index
updates. Yet, to achieve full coverage, only one of the copies of the index is necessary, and the processing
by the second peer is redundant.

Search/index and index/index redundancy involve unnecessary work being done at two different peers,
and itisdifficult for those peers to coordinate and discover that their work isredundant. Therefore, in order
toreduceloadit isimportant to design networksthat do not have search/index and index/index redundancies.

Note that redundancy may actually be useful to improve the fault tolerance of the system, since if one
nodefailsanother can perform its processing. Moreover, redundancy may be useful to reduce thetime auser
must wait for search results, if a node near the user can process the user’s search even if thisprocessing is

redundant. However, fault tolerance and search latency tradeoff with efficiency, since redundancy resultsin
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Figure 3: Networkswith cycles: a. with search/index redundancy, and b. no search/index redundancy.

extrawork for peers. Our goal hereisto first design a non-redundant search network, which will be the most

efficient. After that, redundancy can be judiciously addded to improve fault tolerance or latency, as needed.

2.2 Topological features of networks with redundancy

The concept of “redundancy” and even the subconcepts like search/index redundancy are quite general.
When designing a peer-to-peer search network, it isuseful to identify specific features of network topologies
that lead to redundancy, and avoid those features. As noted above, we will focus on search/index and
index/index redundancies.

One feature that causes search/index redundancy is a specific type of cycle caled a one-index-cycle: a
node A hasanindex link to another node B, and B hasasearch pathto A. An exampleisshowninFigure 3a
This construct leads to redundant processing, since B will answer queries over A’s index, and yet these
guerieswill be forwarded to A who will aso answer them over A’sindex. Moreformally, a one-index-cycle
fits our definition of redundancy because at least one link in the cycle can be removed without affecting
coverage: theindex link from A to B. Note that not all cycles necessarily cause redundancy. Consider the
cyclein Figure 3b. In thiscase, thereis not asingleindex link but instead a chain of FILs forming an index
path from A to B. Thiscycle may seem to introduce redundancy in the same way as Figure 3a, except that
none of the index links can be removed without reducing coverage for some node.

Another feature that causes search/index redundancy is asearch fork: anode C' has a search link to A
and asearch pathto B that does not include A, and thereisan index pathfrom A to B. An exampleisshown
in Figure4a. Again, A will process any searches from ' unnecessarily, since B can process the queries for

A. Theredundant link inthisexampleisthelink C'=>A. We specify that thereisasearch path from C' to B
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Figure 4: Networkswith forks: a. asearch fork, and b. an index fork.

that does not include A because if the only path from €' to B included A there would be no link that could
be removed without reducing coverage.

Similarly, afeature that causes index/index redundancy isan index fork: anode A hasanindexlink to B
and anindex link to C', and thereisasearch path from B to C'. Anexampleisshownin Figure4b. Theindex
link from A to B isredundant, and will require B to process index update unnecessarily without increasing
coverage.

These topological features are samples of those that cause redundancy, and hence should be avoided.

3 Fundamental network organizations

By applying the principle of “no redundancy” and avoiding features like those of Section 2.2, we can
construct networks that are likely to be more efficient than networks constructed randomly. Moreover, by
restricting our attention to non-redundant networks with full coverage, we can limit our examination to
networks that fully process user searches without placing undue load on peers. Although the topology of
individua networksdiffer, in this section we identify some fundamental organizationsthat meet these ideal
conditions of low load and full coverage.

First, note that there are two basic network topologies that can meet the conditions of full coverage and

no search/index or index/index redundancy:
¢ Pure search networks: strongly connected networks with only search links.

¢ Pureindex networks: strongly connected networkswith only index links.



In graph theory, a strongly connected directed graph isonein which thereisa directed path from every node
to every other node. Recall from Section 2 that in our SIL model, a path is either a sequence of forwarding
links or a single non-forwarding link. When we say “strongly connected” in the definitions above (and
below), we mean “ strongly connected” using this definition of search and index paths.

In these basic topologies, there cannot be search/index or index/index redundancies since index links
and search links do not exist in the same network. However, these networks are not “efficient” in the sense
that nodes are lightly loaded. In a pure search network, every node processes every search, whilein a pure
index network, every node processes every index update. These topologiesmay be useful in extreme cases;
for example, a pure search network is not too cumbersome if there are very few searches. A well known
example of apure search network is the Gnutella network.

However, avery useful techniqueis to combine search links and index linksto reduce theload on nodes.
We have identified four fundamental topologiesthat are described by the SIL model, have full coverage and

no search/index or index/index redundancy:
¢ Supernode networks
¢ Global index networks
¢ Parallel search cluster networks

o Parallel index cluster networks

Some of these topologies are not new, and exist in networked systems today. Supernode networks are
typified by the FastTrack network of Kazaa[2], whilethe global index network issimilar to the organization
of Netnewswith acentral indexing cluster (like DejaNews). However, the parallel search and index clusters
have not been previously examined.

A supernode network is a network where some nodes are designated as “supernodes,” and the other
nodes (“normal nodes”) send both their indexes and searches to supernodes. The supernodes are linked by
a strongly connected pure search network. A supernode network can be represented in our SIL model by
having normal nodes point to supernodes with one FSL and one NIL, while supernodes point to each other
using FSLs. An exampleisshown in Figure 5a. Each supernode therefore has the copies of several normal
nodes' indexes. Supernodes process searches before forwarding them to other supernodes. Normal nodes

only have to process searches that they themselves generate. Thus, supernodes networks result in much
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Figure5: Fundamental topologies: a. Supernodes, b. Global index, ¢. Parallel search cluster, and d. Pardle
index cluster. Some inter-cluster links are omitted in networksc and d for clarity.

less load on an average peer than a pure search network. A disadvantageis that as the network grows, the
search load on supernodes grows as well, and ultimately scalability is limited by the processing capacity
of supernodes. This disadvantage exists even though there is unused processing capacity in the network at
the normal nodes. These normal nodes cannot contribute this spare capacity to reduce the search load on
supernodes, because even if a normal node is promoted to a supernode, every supernode must still process
al the queriesin the network.

An organization similar to supernodes is a global index network, as illustrated in Figure 5b. In this
organization, some nodes are designated as global indexing nodes, and al index updatesin the system flow

to these nodes. A normal node sendsiits queriesto one of these global indexing nodes. The global indexing
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nodes themselves are connected by a strongly connected pure index network. Under our model, normal
nodes have a FIL to another normal node or to a global index node, and normal nodes also have NSLs to
global index nodes. In this example, the norma nodes form a tree of index paths rooted at a global index
node. Index updates flow from the norma nodes to form a complete set of global indexes at each of the
global index nodes. Note that a similar tree-like structure could be constructed in the supernode network,
where normal nodeswould form atree of search pathsrooted at a supernode, while each normal node would
have an index link directly to a supernode.

Theadvantages of global index networksare similar to those of supernodenetworks. Most nodes process
only index updates and their own searches, while leaving the processing of al other searches to the global
index nodes. Moreover, there are multiple nodes that have a complete set of indexes, so the network can
recover from the failure of one node. However, theload on the global index nodesis high; each global index
peer must process al the index updates in the system and a significant fraction of the searches.

A third organizationis called parallel search clusters. In thisnetwork, nodes are organized into clusters
of strongly connected pure search networks (consisting of FSLs), and clustersare connected to other clusters
by NIL index links. An exampleisshownin Figure5c. Inthisfigure, the cluster “1” hasoutoing NILsto the
other clusters“2” and “3". Clusters“2” and “3" would also have outoing NILs to the other clusters, but we
have omitted themin thisfigurefor clarity. The nodesin each cluster collectively have a copy of theindexes
of every node outside the cluster, so full coverage is achieved even though queries are only forwarded within
a cluster. Unlike in a supernode topology, there are no nodes that must handle al of the queries in the
network. Nodes only handle queries that are generated within their own cluster. Moreover, al of the search
processing resources in the system are utilized, since every node processes some queries. A disadvantage of
thistopology is that nodes must ship their index updatesto every other cluster in the network. If the update
rateis high, thiswill generate alarge amount of update load. The network topology may a so be difficult to
maintain, since every node must know about all the other clustersand maintain possibly many outoing NILSs.

Finaly, the fourth organization is parallel index clusters. In this organization, clusters of strongly
connected pure FIL index networks are connected by NSL search links. As a result, nodes in one cluster
send their searches to one node of each of the other clusters. An example isshown in Figure 5d. (Again,
some inter-cluster links are omitted in thisfigure.) This topology is the analog of parallel search clusters,

with index links replaced by search links and vice versa. Parallel index clusters have advantages and
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disadvantages similar to parallel search cluster networks: no node handles all index updates or al searches,
and all resources in the system are utilized, while inter-cluster links may be cumbersome to maintain and
may generate alarge amount of load.

These fundamental topol ogies can be varied or combined in various ways. For example, a variation of
the supernode topology is to alow a norma node to have an FSL pointing to one supernode and an NIL
pointing to another. Another example is to vary parallel cluster search networks by allowing the search
clusters to be constructed as mini-supernode networks instead of (or in addition to) clusters that are pure
search networks. Theseand other variationsare useful in certain cases. Allowing amini-supernode network
asasearch cluster in aparallel search cluster network isuseful if thenodesin that cluster are heterogeneous,
and some nodes have much higher capacities than the others. Moreover, note that the pure index and pure
search networks are specia cases of our four fundamental topologies. For example, a pure search network
can be viewed as a supernode network where all nodes are supernodes, or a parallel search cluster network
where thereisonly one cluster.

Finally, as we stated in Section 2.1 our restriction of no redundancy can be relaxed to improve the fault
tolerance or search latency of the system at the cost of higher load. For example, in a supernode network, a
normal node could have an NIL/FSL pair to each of two different supernodes. This introduces, at the very
least, an index/index redundancy, but ensures that the normal nodeis still fully connected to the network if

one of its supernodesfails.

4 Experimental results

The SIL model alows us to understand the spectrum of options when constructing peer-to-peer search
networks. The model also alowsusto arrive at some organizations, like paralel clusters, that have not been
studied in previouswork. These“new” optionshave important advantages, which we discussed qualitatively
in Section 3. Toillustrate and eval uate these advantages, we have conducted simul ation experimentsto build
different networks and compare them quantitatively on various metrics. We have focused on supernode
networks, as implemented in popular peer-to-peer networks such as Kazaa, and parale search cluster
networks, which use the same basic building blocks (FSLs and NILS) as supernode networks. Our results,
described in this section, show that the parallel search cluster organization can be superior to traditional

supernode networks.
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4.1 Comparing network organizations

The organizations described in Section 3 are really families of networks. Within a family there can till
be widely varying topologies. For example, different supernode networks can differ in the number of
supernodes, the distribution of normal nodesto supernodes, the topol ogy of the pure search network between
supernodes, and so on. Given this diversity, which supernode variant do we compare to which parallel
clustersvariant? Our approach to thisdilemmais asfollows. First, we select a scenario with a given number
of nodes and a given query and update load. Then, we search for parameters that lead to “good” supernode
networks, that is, networks that minimize load for this scenario while retaining full coverage. We similarly
find “good” parald cluster networks. Then, we compare good instances of supernode networks to good
instances of parallel cluster networks. We iterate over different scenarios, comparing different supernode
and parallel cluster instancesin each case. Dueto space limitations, we do not present the process of finding
agood network here; see [6].

It is aso important to define quantitative metrics for comparing topologies. As mentioned earlier, we
restrict our attentionto networksthat have full coverage. A network can reduce coveragein order to optimize
another metric, such asload. For example, load isreduced as aresult of the* hop count horizon” in Gnutella,
where queries are only forwarded a finite number of hops and never reach peers beyond that horizon.
However, we are concerned with studying idealized network topologiesin order to gain an understanding
of the properties inherent in those topologies. Certainly, reducing coverage to reduce load may be a vital
optimization in an implemented network, but we have chosen to simplify our analysis of idealized networks
by requiring full coverage.

We can define metrics that measure the amount of |oad on individua peers:

Definition. Search load istheload on peers from processing searches. Thisismeasured asthe number

of search messages that reach peers.

Definition. Update load isthe load on peers from processing index updates sent viaindex linksfrom

other peers. Thisis measured as the number of index messages that reach peers.
Definition. Total load is the sum of the search load and update load.

Noticethat weare using avery general definition for “load” which encapsulates both theload on the network

links and the load on the peers themselves. This is because we wish to define a general moddl that is

13



independent of the physical characteristics of networks or machine architectures. Moreover, we are mainly
concerned with the relative measure of these metrics (e.g., network X has less load than network Y') and
not their absolute values. Therefore, we define load in terms of “numbers of messages,” and make the
simplifying assumption that all messages are equally costly to process. Thisassumption may not betrue, for
example, if it istwice as costly to process a search as an index update. However, thissituationis equivalent
in our model to one where there are twice as many search messages as index messages. In fact, we study
situationswhere there are more search messages than update messages generated in the system, more update
messages than search messages, and an equivalent number of search and update messages. This allows us
to model both the situation where one kind of message is produced more frequently and the case where one
kind of message is more expensive to process.

A robust network must also be able to survive node failures. We can measure the resistance to failures

by defining the fault susceptibility of a network:

Definition. Fault susceptibilityis the maximum decrease in network coverage caused by the failure of

any one node.

We assume failures are fail-stop, so a node that fails ceases to process and forward messages. When this
happens, the network coverage, measured as the fraction of the nodesin the network that are searchable, may
decrease. For example, in anetwork with full coverage (e.g., coverage=1) afailuremay cause the network to
partition into three subnetworks, each unreachable from the other. If the subnetworksare of equal size, the
fault susceptibility is 0.66, since each node can only search one third of the network and the coverage drops
to 0.33. We have called this metric “fault susceptibility” instead of the more traditiona “fault tolerance”
because we are concerned with the effect of a single node failure rather than with the number of failuresthe
network can tolerate.

Finally, we notethat user satisfactionisincreased if queriesreturn resultsquickly. To measure thiseffect,

we can define the search latency metric:

Definition. The search latency for a peer p isthelongest search path that a query generated by p must

travel.

Intuitively, this metric represents the time that auser must wait before all of the search results are guaranteed

to return. When a user submits a query to node p, it will be forwarded to every peer r; such that thereisa
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| Parameter | Description | Basevalue |

n Number of nodes 100

Py Average links per node for PLOD 5

P Maximum links per node for PLOD 10

NS Number of supernodes 1..n
NC Number of clusters 1..n

S Average search load generated by apeer | 10...100
UL Average update load generated by apeer | 10...100

Table 1: Simulation parameters

search path from p to r;. Theuser may quickly get some results, but will only be assured of getting all results
when that query reaches every node r;. Since messages can travel separate pathsin paralel, the maximum
time for the query to reach every node r; (and for search resultsto return) is proportional to the number of

hopsfrom p to the r; that is farthest avay.

Definition. The search latency for a network NV is the the average over al peers py, p2...p, Of the

search latency of each peer p;.

4.2 Simulation setup

We have constructed a simulator to generate networks with a given topology, and to evaluate the metrics
of load, fault susceptibility and search latency. Our simulater takes several input parameters, which are
summarized in Table 1. The topologies are static in the sense that they are constructed a priori, and we
calculate metrics only once they have been built. Thisagain allows us to study the propertiesinherent in a
specific topology. In ongoing work we are examining the properties of dynamic networks, where nodes are
constantly joining and leaving (as they do in real networks.)

For our experiments, we generated pure search, supernode and parallel cluster networks. For each
scenario, we generated 50 “good” instances of each topology, and the results we report represent averaging
our metrics over al of theseinstances. In each case, our results have 95 percent confidence intervalsof + 3
percent or less of the valuereported, unlessotherwise noted. Each network instancehad » nodes. We assume
for simplicity that each node has equivalent bandwidth and processing capacity. We alowed search/search
redundancy, since this redundancy reduces fault susceptibility and search latency without increasing load,

and because real networks such as Gnutellaand K azaa also have search/search redundancy.
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As a basdline, we constructed pure search networks using the Gnutella model, where we connect two
nodes using a pair of FSLs going in opposite directions. Since other investigators have noted that Gnutella
networkstend towards apower law distribution[10, 16], we have constructed pure search networksusing the
PLOD algorithm[14]. The PLOD agorithm takestwo parameters, the average number of linksper nodeand
the maximum number of links per node, and generates a power-law network. The values we chose for these
parameters (see Table 1) were determined experimentally to ensure full coverage, reduce fault-susceptibility,
and reduce search latency; see[6].

We built supernode networks by desi gnating some nodes as supernodes; the number of supernodesNSis
specified as an input parameter to the simulation. Each normal node was assigned to a supernode randomly
using agenerator that produced normally distributed random values (viathe polar Box-Muller algorithm[4]).
The number of normal nodes assigned to a given supernode is normally distributed with a mean of n/NS
and the standard deviation of one quarter of the mean. Normal nodes were connected to their supernode
with one outgoing FSL and one outgoing NIL. Supernodes were connected using a Gnutella-like network of
FSLs similar to the pure search network.

We made parallel search cluster networksby assigning nodesto clustersof FSLs, and connecting separate
clusters with NILs. The number of clusters NC is specified as an input parameter to the simulation. The
number of nodesin agiven cluster isnormally distributed with amean of »/NC and a standard deviation of
one quarter of the mean. Note that this means that the number of nodesin acluster is similar to the number
of norma nodes assigned to a supernode. Within a cluster, we built a power law search network of FSLs,
similar to the pure search network above. After we had constructed clusters, every nodein the network was
given one NIL to one randomly chosen member of each other cluster.

For dl types of networks, we assighed two parameters to each peer p;: SL;, the amount of search load
created by the peer, and UL;, the amount of index update load created by the peer. Then, by examining
a topology and determining for each peer p which peers can send search and update traffic to p, we can

calculate thetotal load for p.
Definition. Theload for a peer p isthe sum of:

— The 9, for each peer r; such that thereis a search path from r; to p, and

— The UL, for each peer r; such that thereis an index path from r; to p.
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Definition. The averageload for anetwork N istheaverage over al peerspy, p2...p, in N of theload

for each peer p;.
Definition. The maximumload for a network N istheload at the most heavily loaded peer p in V.

The average SL; over dl P;sin the network is denoted S, while the average UL; over dl P;sisUL. The
S, and UL; parameters were assigned randomly to each node according to a normal distribution. The
mean of the distribution was specified per experiment. For example, in order to study a situation where
S>> UL weassigned 100 “load units’ asthemean SL and 10 “load units’ the mean UL. The 9; and UL,
parameters were then generated for each node, distributed with the given mean, again using the Box-Muller
transformation. The standard deviation for the normal distribution was one quarter of the mean. In each
case, themean S and UL valueswas normalized so that S + UL was constant across all experiments.

The search latency for a peer P was calculated using two steps. First, we determined the shortest path
s; to each peer P; where P; had a search path to P. Then, we calculated search latency as the length of the
longest s;. The search latency for the network was the average search latency of each peer.

Recall that the fault susceptibility of the network is the maximum change in coverage that could be
caused by removing one peer from the network. Thiswas measured in a straightforward way, by removing
each peer, measuring the change in coverage, and then restoring the peer and its connectionsto the network

before removing the next peer.

4.3 Load experiments

First, we examined the load characteristics of supernodes and parallel clusters versus each other and a
baseline of a pure search network. To do this, we varied the ratio between the average S_ and UL from
S = UL x 10toSL = UL/10. For each point inthisinterval, we constructed “good” supernode and cluster

networks as discussed in Section 4.1. For supernodes, we used:
¢ 5supernodesfor theinterval SL = 10 x ULto 9L = 5 x UL, and
¢ 20 supernodesfor theinterval SL = 4 x ULto SL = UL/10.

For paralel clusters, we used:

o 15clustersfor theinterva SL = 10 x ULtoSL = 3 x UL, and

17



Su'pernodeé - averaée —— ' ' ' ' ' i
9000 -  Supernodes - maximum -——->--- T
Clusters - average % R
8000 Clusters - maximum - /ﬁ:,:f;:ti/ ]
7000 + Pure search --#-- ; |

Average processed load (messages)

1/10 1/5 1/4 1/3 1/2 1 2 3 4 5 10
Average generated search load / Average generated update load

Figure 6: Load of different topologies.

e 10clustersfortheinterval SL = 2 x ULtoSL = UL/2, and
¢ 5clustersfor theinterval L = UL/3to S = UL/10.

We a so constructed a Gnutella-like pure search network as a baseline comparison.

Theresultsare shownin Figure 6. Thisfigure shows both average and maximum load for the supernode
and pardlel cluster topologies, as well as the load for the pure search network (where the average and
maximum are the same.) On the extreme left of Figure 6, searches are rare (for each search issued 10 index
updates are generated), while the extreme right represents a mostly search scenario. In this result, the 95
percent confidence interval of the maximum load in aparallel cluster topology isaslarge as + 10 percent (in
the case of SL = UL/10). First, note that the maximum load in the supernode network is close to, though
higher than, the load in the pure search network. Thisis because supernodes must handle both searches
and updates, while pure search network peers only handle searches. Note aso that the average load for
supernode networksis significantly lower than that for pure search networks, which isto be expected, since
most of the nodesin a supernode network are only handling their own local searches and updates.

A striking result in Figure 6 is that both the maximum and average load of parallel cluster networksare
relatively low, roughly comparable to the average load in a supernode network. In fact, the average load in

a parallel cluster network is adways (in these experiments) within a factor of two of the average load in a
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supernode network, and the maximum load in a cluster network isonly as much as afactor of four larger than
the average load in a supernode network. Moreover, sometimes the average and maximum load in a cluster
network is less than the average load in a supernode network. Thisindicatesthat nodesin a parallel cluster
network are effectively sharing the load, contributing their resources to reduce the overall load on all nodes
in the network. In contrast, in a supernode network, some nodes are lightly loaded while the supernodes are
heavily loaded, and the most heavily loaded supernode can be up to seven times more loaded than the most
heavily loaded nodein a parallél cluster network.

We can draw the following conclusions from these results:

o A pardld cluster network ensures that no nodes are overloaded (e.g., more than twice as loaded as
the average node), while only increasing the average load on nodes by up to a factor of two over a

supernode network. Thisis beneficial:
— Under the assumptions of our simulation (e.g., al nodes have roughly equal capahility), and
— When aprimary god is to reduce both the maximum and average load on nodes in the system.

¢ A supernode network ensures that most nodes in the system are lightly loaded, at the cost of placing

heavy load on supernodes. Thisisbeneficia

— When some nodes have higher capacitiesthan others, so that these high capacity nodes can serve

as supernodes, and

— When aprimary god is to reduce the average load on nodes in the system.

4.4 Search latency and fault susceptibility experiments

The next set of experiments we ran was to measure the search latency and fault susceptibility of the
supernode and parallel cluster topologies. These metrics do not depend on the search or updaterate; instead,
the connectivity and topology of the network determines how quickly searches will be returned, and how
vulnerable the network isto node failures. In this section, we report search latency and fault susceptibility
as the number of clusters or supernodesvary.

First, Figure 7 shows the results for supernode networks. Figure 7a shows that the fault susceptibility

drops as the number of supernodes increases, while simultaneously Figure 7b shows that the search latency
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Figure 8: Parald search clusters: (a) fault susceptibility and (b) search latency.

increases with more supernodes. When there is only one supernode, the search latency is low, since all
searches only have to travel one hop from any normal node to the one supernode. On the other hand, if that
supernode fails, the network will become completely disconnected, so that norma hodes can only search
their own content. Theresult isahigh fault susceptibility of 0.99 (e.g., each node can only search itself after
the failure). When there is more than one supernode, the search latency increases because searches must
travel multiple hops to multiple supernodes. However, the additional supernodes reduce the vulnerability
to failure, since a failure only disconnects the normal nodes directly connected to that supernodes leaving
other nodes and supernodesin the system connected. When there are 100 supernodes, the network becomes

apure search network, with a search latency of about 4.8 hops and afault susceptibility of 0.01 (e.g., 1 node
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decreased coverage after the failure). Note that this represents near-optimal fault susceptibility. In these
results, the 95 percent confidence interval of the fault susceptibility is aslarge as & 7 percent, in the case of
90 supernodes.

Next, Figure 8 shows the results for paralld cluster networks. Asthe number of clusters increases, the
search latency decreases, as shown in Figure 8b. In contrast, the fault susceptibility initially increases, and
then slowly decreases (Figure 8a). Note that the scale on the vertical axis of Figure 8ais different from that
of Figure 7a. Fault susceptibility is much lower for parallel search clusters. When there are more clusters,
the average cluster issmaller, and thusfewer search hopsare necessary to reach all of the nodesinthe cluster.
The result isless search latency. When there is one cluster, the network is a pure search network, and the
fault susceptibility is 0.01 (e.g., 1 node decreased coverage after afailure) aswith the pure search network.
When there is more than one cluster, nodes have copies of other nodes' indexes. When any node F' fails,
the other nodes in the cluster become unableto search F', but aso become unable to search the nodes whose
indexes were stored at F'. The result is a higher fault susceptibility. However, as the number of clusters
increases, the number of nodes that depended on the failed node F' decreases, since the clusters become
smaller. Theresult isthat fewer nodes are affected by F’s failure, and the average fault susceptibility over

the whole network again decreases.

45 Discussion

Supernode networks are used as an aternative to pure search networks like Gnutella because they reduce
the load on normal nodes and thus increase the scalability of the system. However, our results confirm
our qualitative observation that the scalability of the system is limited by the capacity of supernodes. In a
network with full coverage, the supernodes handle all of the searches, and therefore must have very high
capacity. If we are interested in constructing a network that bounds the maximum load, parallel search
clustersis a more attractive option. Thisis useful if there are not many super-high-capacity nodes that can
acts as supernodes, because we can better utilize the aggregate resources of the system.

Even if a network is heterogeneous and some nodes are high capacity, we still may choose a parallel
cluster network. Consider a situation where we want the system to be robust in the face of failures. We may
specify that we want a failure to result in a small decrease in coverage, say, no more than five percent of

the nodes become unreachable. Thisis barely feasible in a supernode network; as shown in Figure 7a, we
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would need more than 80 percent of the nodes to be supernodes to achieve such alow fault susceptibility.
Then, the network would resemble a pure search network and would lose the scalability advantages of the
supernode network. The other aternative, having normal nodes connect to more than one supernode, results
inindex/index redundancy with an attendant increasein load on the supernodes. On the other hand, aparallel
cluster network easily achieves|ow fault susceptibility without increasingload. Asshownin Figure 8a, even
the most fault susceptible network of five clusters experiences no more than three percent unavail able nodes

after afalure.

5 Related work

Several researchers have examined specia agorithmsfor performing efficient search in peer-to-peer search
networks. For pure search networks, these techniques include pardlel random walk searches [12, 3], flow
control and topology adaptation [13], and iterative deepening search [21]. For networks with indexing,
techniquesinclude routing indices[7] and local indices[21]. Each of these approachesis useful for “fixing-
up” an existing, inefficient network. Because these techniques can be used to improve the efficiency of the
networks described by the SIL model once the networksare built, they are complementary to our own work.
Some research has begun into constructing efficient networksa priori; see for example [20].

Others have suggested that the content can be placed in the network to ensure efficiency [5] or that the
network topology be reorganized based on the location of the content [8]. Content-based techniques are
useful if the content in the network can be appropriately analyzed. Our SIL model is content-agnostic, and
describes the inherent properties of the topology of the network. Thisis useful in general, but especialy
when the network content is not easily anayzed.

Some work has also focused on constructing P2P networks for end goals other than efficiency. Free-
Haven [9] is a peer-to-peer search network that seeks to provide anonymity for content authors, while SOS
constructs a P2P overlay to avoid denial-of-service attacks[11].

Moreover, a large amount of attention recently has been given to distributed hash tables (DHTS) such
as CHORD [18] and CAN [15]. DHTs focus on finding a document given a unique identifier by routing
a query in a peer-to-peer manner. The emphasis on efficient routing of a location query, as opposed to
efficient broadcast of a content-discovery query, means that a DHT necessarily has different requirements

and topologies. Our model could be extended to model DHTS, although we have not yet done so.
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Other studies have performed measurements of deployed peer-to-peer systems. The nature of Gnutella
and Napster peers and the connections between them were characterized in [17], and the nature of the
Gnutella topology was studied in [16]. In addition, a large amount of work has been done to measure
other network topol ogies, especially the Internet topology as a whole. For example, Tangmunarunkit et al

examined the structure of the Internet and idealized topol ogiesthat accurately model this structure [19].

6 Conclusion

We haveintroduced a search/index link model of P2P search networksthat allows usto study networks that
reduce the load on peers while retaining effective searching and other benefits of P2P architectures. With
only four basic link types, our SIL model can represent awide range of search and indexing structures. This
simpleyet powerful model also allowsusto generate new and interesting variations. In particular, in addition
to the supernode and pure search topologies, our SIL model describes topologies such as parallel search
clustersand parallel index clusters. Experimental resultsfrom our topology simulator indicatethat aparallel
search cluster network reduces |oad by allowing peersto fairly share the burden of answering queries, rather
than placing the burden entirely on supernodes. This topol ogy makes better use of the aggregate resource of
the system, and is useful in situations where placing an extremely high load on any one peer is unfeasible.
Moreover, our results show that other considerations, such as fault susceptibility, may also point to parallel

search clusters as an attractive topol ogy.
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