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Abstract: We present a low-cost, decentralized algo- R = Θ(log n) for Chord [SMK+ 01], Pastry [RD01],
rithm for the problem of selecting host IDs in peer-to-peer Tapestry [ZHS+ 04] and Viceroy [MNR02], w.h.p.
systems. The problem arises in the context of distributed However, R = Θ(log n/ log log n) w.h.p.
for
hash tables (DHTs). Our algorithm is the first one with high-degree de Bruijn networks, as has been obthe following properties: (a) both arrivals and departures
served by several groups [KK03, FG03, AAA+ 03,
of hosts are handled, (b) partition balance ratio is guaranteed to be at most 4, (c) at most one existing ID is NW03, LKRG03], Kleinberg-style randomized butre-assigned in response to departures, and (d) the ex- terflies [Man03], Symphony [MBR03] and several
pected cost is Θ(R + log n) messages, where n denotes other randomized networks [MNW04].
the current number of participants, and R denotes the
ID Selection Problem: Upon arrival, a new
cost of routing one message in the DHT. Further, our
host has to select an ID for itself, in order to join
algorithm is independent of the overlay routing topology,
the ring (and subsequently, to establish TCP conmaking it applicable to all DHTs. Our algorithm improves upon existing algorithms which have one or more nections with other hosts in accordance with the
of the following drawbacks: they require Θ(R log n) mes- rules for maintaining the routing network). We assages, do not handle host departures, or re-assign the IDs sume that the new host knows one existing member
of O(log n) existing hosts in response to a departure.
of the ring at the outset. At any instant, any memOur ID selection algorithm enables emulation of a va- ber of the ring can ascertain the IDs of k adjacent
riety of deterministic and randomized families of inter- hosts in the ring by paying a cost of 2k messages,
connection topologies, in a straightforward fashion. Fi- or it can identify the manager of a random number
nally, an extension to our algorithm allows improvement in [0, 1) by paying a cost of R messages.
of the partition balance ratio to (1 + ), where  > 0,
Design Goals: The ID selection algorithm
albeit at the cost of re-assigning the IDs of O( 1 ) hosts should be simple, decentralized and low-cost in
upon arrival/departure. We believe that ours is the first terms of number of messages. The variation in
algorithm that allows such fine-tuning.
partition-sizes should be minimal. The number of
ID re-assignments of existing hosts in response to
1 Introduction
arrivals and departures should be minimal.
Distributed hash tables (DHTs) in peer-to-peer sysPrevious Work: Early designs for DHTs altems are managed by a large number of hosts as lowed each host to independently choose a number
follows. Imagine [0, 1) as a circle with unit perime- in [0, 1) uniformly at random [SMK+ 01, ZHS+ 04,
ter. Each host that joins the system is assigned RD01, RFHK01, FG03, KK03, MBR03, MNR02,
an ID in [0, 1). At any time, the set of IDs parti- HJS+ 03]. This results in σ = Θ(log2 n) [NW03],
tions [0, 1) into disjoint sub-intervals, managed by where σ denotes the partition balance ratio, defined
one host each. Each host is connected with its suc- as the ratio between the largest and the smallest
cessor and its predecessor with TCP links, thereby partition sizes. If each host chooses a random numforming a “ring”. Each host also makes TCP links ber in [0, 1) and splits the partition the number falls
with a few other hosts, as a function of its own ID. into, σ diminishes to Θ(log n) [AHKV03, NW03].
Taken together, these TCP links form the routing Further improvement is possible. If each host crenetwork. In this paper, we treat the routing net- ates Θ(log n) virtual IDs [DKK+ 01], σ reduces to
work as a black-box with the following property: Θ(1). However, the number of overlay connections
Using the network, it is possible to identify the per host gets amplified by a factor of Θ(log n) – this
“manager” of a randomly-chosen point in [0, 1) by is costly because higher degree overlay networks repaying a cost of R messages, with high probability1 . quire more resources for state-maintenance.
Two different approaches for ID selection have
1
By “with high probability” (w.h.p.), we mean “with
−α
recently
been proposed, each of which guaranprobability at least 1 − O(n ) for some constant α > 0,
for a system with n hosts”.
tees σ = Θ(1) with only one ID per host.
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Algorithm
Random Binary Tree
Adler et al [AHKV03]
Naor and Wieder [NW03]
Abraham et al [AAA+ 03]
Karger and Ruhl [KR03]
New Algorithms

Overlay
Independent
Yes
No
Yes
Yes
Yes
Yes
Yes
Yes

Height
Jitter
Θ(log log n)
Θ(1)
Θ(1)
Θ(1)
Θ(1)
3
2
2

σ
Θ(log n)
Θ(1)
Θ(1)
Θ(1)
Θ(1)
4
2
(1 + )

Message
Cost
R
Θ(R + log n)
Θ(R log n)
Θ(R log n)
Θ(R log n)
Θ(R + log n)
Θ(R + log n)
Θ(R + 12 log n)

Handles
Departures
No
No
(Yes)
No
Yes
Yes
Yes
Yes

Number of
Re-assignments
–
–
(Unknown)
–
O(log n)
1
2
2/

Table 1: R denotes the average number of messages required by the overlay routing layer. Typically R = Θ(log n)
or R = Θ(log n/ log log n), w.h.p. Height jitter denotes the number of different levels to which leaf nodes belong. σ
denotes the ratio of the largest partition to the smallest partition. For [AHKV03], R = Θ(log n) since the scheme
is tied to a specific overlay routing topology (the hypercube).

The first approach [NW03, AAA+ 03, KR03] is
entail only one re-assignment in our scheme, for
overlay-independent while the second is overlayσ = 4. The scheme in [KR03] requires O(log n)
dependent [AHKV03]. Naor and Wieder [NW03]
re-assignments for both arrivals and departures.
and Abraham et al [AAA+ 03] proposed that a new iv) Small partition balance ratios: We guarantee
host should choose Θ(log n) random points from
σ = 4 w.h.p. without any re-assignment of ex[0, 1), identify the managers of these points and
isting IDs. We guarantee σ = 2 by requiring
split the largest manager into two. Karger and
at most one re-assignment. The idea can be exRuhl [KR03] proposed a variation on the idea that
tended to obtain smaller values of σ at the cost
supports departures as well. However, their variof changing the IDs of more hosts upon arrivals.
ation necessitates O(log n) hosts to change their
Ours is the first algorithm that allows σ to be
IDs in response to both arrivals and departures –
fine-tuned in such a fashion, with provable era costly operation. Adler et al [AHKV03] analyzed
ror guarantees. Existing schemes involve binary
an overlay-dependent scheme that is specific to hytrees and cannot obtain σ < 2.
percubes. The idea is to identify the manager of a
v) Spectrum of schemes: The description of our alrandom point in [0, 1), probe other managers it has
gorithm permits a simple generalization yields
established overlay connections with, and to split
a variety of schemes ranging from completely
the largest of these managers into two. A scheme
centralized (perfectly balanced binary trees) to
for handling departures exists, but it has not yielded
completely decentralized (random binary trees).
to formal analysis yet. Features of our algorithm
vi) Overlay construction: Our algorithm enables
(see Table 1):
emulation of various families of deterministic and randomized inter-connection network
i) Generality: Our algorithm is independent of the
topologies. A host makes exactly three sets of
overlay routing topology.
links with other hosts.
ii) Low cost: Our algorithm requires Θ(R + log n)
messages, which is cheaper than other overlay- vii) Estimation of n: Our algorithm permits a simple scheme for estimating n, the total number
independent schemes, each of which requires
of
participants currently in the system. In fact,
Θ(R log n) messages. The overlay-dependent
a
factor-4
estimate can be derived from a host’s
scheme in [AHKV03] requires Θ(log n) messages
own ID. Sharper estimates can be obtained by
but does not handle host departures.
modifying the arrivals/departure protocols at no
iii) Host departures: [AHKV03] and [AAA+ 03] do
extra cost. The resulting estimation scheme dinot handle departures. A full exposition of the
minishes the number of sets of links required for
departure-scheme in [NW03] has been deferred
emulation to only two.
to the final version of their paper. Departures
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The Algorithm

ery leaf node, exactly one internal node along the
path from that leaf node to the root is active. Thus
the set of active nodes constitutes a frontier such
that sub-trees hanging below active nodes partition
leaf nodes into disjoint groups.
Addition Algorithm: Upon arrival, a host selects its ID as follows: (a) Random walk down the
tree to reach leaf node r: Start at the root. At each
step, choose between the two children of an internal
node, uniformly at random. Let r denote the leaf
node reached. (b) Perfect insertion in the sub-tree
rooted at a, the active ancestor of r: Imagine that
each internal node is labeled with the number of leaf
nodes in the sub-tree rooted at that node. Starting
at a, we repeatedly move to the child with fewer
leaves below it, breaking ties arbitrarily. We split
the leaf node we reach, into two.
Having increased the number of leaf nodes by
one, we check whether a should continue to be active, as follows. Let φ denote a monotonically nondecreasing function such that φ(`) ∈ [0, `] for nonnegative integer `. We maintain the invariant that
whenever a new node is inserted at level ` under an
active node a, then a is guaranteed to be at level
φ(`). Keeping this invariant in mind, we mark a as
non-active and we mark both its children as active
iff two conditions are satisfied:

We present two ID selection algorithms. The first
algorithm handles only host arrivals. The second
algorithm (§4) handles host departures too, but is
involved. The motivation for separating the two is
that exposition of the key ideas (in §2.2, §2.4 and
§3) is cleaner. Moreover, we feel that the complexity in the second algorithm is not inherent in the
ID selection problem per se – it is an artifact of
the tools we have used for analysis. Even without
deletions, the algorithm is an improvement over existing overlay-independent ID selection algorithms,
each of which requires Θ(R log n) messages. Moreover, σ can be fine-tuned to (1 + ), as shown in
§2.4, a feature unique to our algorithm.
Each host in the system is assigned an ID in
[0, 1), which can be visualized as a circle with unit
perimeter. There is always a host with ID 0. Point
x ∈ [0, 1) will be managed by the host with the
largest ID that does not exceed x. Each host
is connected to its successor and its predecessor
along the circle. Hosts make additional connections among themselves as a function of their IDs,
thereby constructing an overlay routing network.
We treat the overlay as a black-box which allows
any member of the ring to identify the manager of
any point x ∈ [0, 1) in R messages, w.h.p. Typically, with n hosts in the system, R = Θ(log n) or (i) No more nodes can be added at level ` in the
sub-tree rooted at a, where ` is the level of the
R = Θ(log n/ log log n).
newly inserted node.
2.1 Addition in a Binary Tree
(ii) φ(`) 6= φ(` + 1), where φ(`) is the level of a.

Consider a binary tree with each internal node having degree two. The left and right branches emanating from an internal node are labeled 0 and 1
respectively. Leaf nodes have IDs associated with
them. The sequence of 0s and 1s along the path
from the root to a leaf node, treated as the binary
expansion of a fraction in [0, 1), constitutes the ID
of that leaf. The level of a leaf node is the length of
the path from the root. The root is at level 0 and
there are at most 2` leaves at level `.
Active Nodes: We mark a small fraction of internal nodes as active. Let n denote the number of
leaf nodes. With n = 2, there is only one internal
node, the root node, which is marked active. As
more nodes arrive, the set of active nodes changes.
At all times, we maintain the property that for ev-

Different choices of φ result in a spectrum of
algorithms. For example, if φ(`) = 0 for all
`, we obtain a perfectly balanced binary tree. If
φ(`) = `, we obtain a random binary tree. We
will use the following function in this paper:
φ(`) = max{0, ` − dlog2 `e − c}, where c denotes a
small constant that we will shortly fix.
2.2

Handling Host Arrivals

All internal nodes of the tree are conceptual. Only
the leaf nodes correspond to actual host IDs. The
“random walk down the tree” is equivalent to identifying r, the manager of a point chosen uniformly
at random from the interval I = [0, 1). “Perfect insertion into the sub-tree rooted at a, the active ancestor of r”, can be accomplished as follows: Let r
3

What is our interest in Y (`)? Consider a, an active node awaiting insertion of a new leaf at level
`. Our algorithm ensures that a must be at level
φ(`). The probability that a newly-arrived host
gets inserted as a leaf in the sub-tree rooted at a
is p(`) = 2−φ(`) . Thus the total number of node arrivals before a leaf gets inserted below a happens to
be a geometric variable with probability p(`). Now
χ(`) equals the number of leaf nodes inserted at
level ` in the sub-tree rooted at a when a was active.
In the past, each node along the path from the root
to a has played the role of an active node. Thus the
sum Y (`) denotes the total number of node arrivals
such that all leaf positions at level ` in a specific
sub-tree rooted at level φ(`) are occupied.

have an `-bit ID. Let S(r) denote the set of IDs that
share the top φ(`) bits with r. If |S(r)| ≥ 2`−φ(`) ,
then we split r. Otherwise, there exists an (` − 1)bit ID s ∈ S(r), which we split. Splitting a node x
amounts to replacing x with two IDs: x0 and x1.
Treated as fractions in [0, 1), x and x0 are equivalent. The newly arrived host is assigned x1. The
message complexity of the algorithm is Θ(R+log n),
as shown in Theorem 2.2.
Optimizations: In practice, S(r) could be maintained as the value associated with a hash key that
includes a as a sub-key. Alternately, a specific node
within the sub-tree rooted at a (for example, the
leftmost child of the sub-tree) could be made responsible for this data structure. In either case,
the data structure can be retrieved and updated
in Θ(R) messages. However, the congestion (work
done per node) caused by ID selection would no
longer be uniform2 .
2.3

Lemma 2.1
(a) With N = 2` , P r[Y (`) > (1 + δ)N ] < 1/N 2 ,
if constant c is chosen suitably (as a function of δ).
(b) With N = 2` , P r[Y (`) < (1 − δ)N ] < 1/N 2 if
constant c is chosen suitably (as a function of δ).

Analysis

We will prove that w.h.p., leaf nodes lie in at most
three different levels and that a host arrival costs Proof: In Appendix.

Θ(R+log n) messages w.h.p. The three levels which
leaves belong to are [log2 n] and [log2 n] ± 1, where
Lemma 2.2 Let the total number of IDs be n.
[x] denotes the integer closest to real number x, and
(a) If 2`−1 < n < 78 2` , then w.h.p., no leaf is at
n denotes the total number of hosts in the system.
level ` + 1 or more (for a suitably large constant c).
(b) If 54 2` < n < 2`+1 , then w.h.p., no leaf is at
The phase φ(`) of level ` ≥ 0 is defined as:
level ` − 1 or less (for a suitably large constant c).
φ(`) = max{0, ` − dlog2 `e − c}
Proof: (a) Let N = 2` . Consider a specific host r.
The density χ(`) for ` ≥ 0 is defined as:
(Host r is at level `+1 or more within n < 78 2` steps)
⇒ (Y (`) < 87 N ). Plugging δ = 81 in Lemma 2.1(b),
χ(`) = 1
if ` = 0
we obtain P r[Y (`) < (1 − δ)N ] < 1/N 2 for suitably
2`−1
if φ(`) = 0 but ` 6= 0
large c. Now, 1/N 2 = O(1/n2 ). Summing over all
dlog2 `e+c−1
2
otherwise
n nodes in the system, we arrive at the claim.
(b) Let N = 2` . Consider a specific host r. (Host
r is at level ` − 1 or less even when n > 45 N ) ⇒
χ(i)
(Y (`) > 54 N ). Plugging δ = 14 in Lemma 2.1(a),
X̀ X
yij
We define random variables Y (`) =
we obtain P r[Y (`) > (1 + δ)N ] < 1/N 2 for suitably
i=0 j=1
large c. Now, 1/N 2 = O(1/n2 ). Summing over all
where yij is a geometric random variable with n nodes in the system, we arrive at the claim.
parameter p(i). The expected value of yij is
As far as c is concerned, there is no conflict aris1/p(i). The expectedPvalue of Y (`) is EY (`) =
P
ing
from cases (a) and (b) because c is bounded
`
`
i−1
`
=2
i=1 2
i=0 χ(i)/p(i) = 1 +
from below in both cases. Moreover, the constants
2
In a real system, it is likely that the work associated with h 7 , 5 i can be replaced with any hr1 , r2 i satisfying
8 4
ID selection forms a small fraction of the total load on the 0 < r < 1 < r and r < 2r .

1
2
2
1
For ` ≥ 0, let probability p(`) = 2−φ(`) .

system. Hence, non-uniform congestion may be acceptable.

4

Theorem 2.1 With n leaf nodes, all leaf nodes lie Theorem 2.3 If φ(`) = ` − dlog2 `e − c, where
in levels [log2 n] and [log2 n]±1, w.h.p. Thus σ ≤ 4. c = Θ(log −2 ), the modified ID selection scheme
guarantees σ ≤ 1 +  w.h.p.
Proof: Follows from Lemma 2.2.

sketch: Let us split the
Leaf nodes belong to three different levels only Proof: We present a` brief `+1
growth
of
n
from
b2
to
b2
into b epochs. Each
when n hovers around a power of two. Otherwise,
`
epoch sees 2 node arrivals. Using an argument simleaf nodes belong to only two different levels.
ilar to Lemmas 2.1(a) and 2.1(b), we can show that
7
`
`
Theorem 2.2 With n hosts in the system, a new (a) if (b + i − 1)2 < n < 8 (b + i)2 , for 1 ≤ i < b,
then w.h.p., no internal node has degree b + i or
host-arrival costs Θ(R + log n) messages w.h.p.
more (for a suitably large value of c), and (b) if
Proof: The cost of identifying r, the manager of a 54 (b + i)2` < n < (b + i + 1)2` for 1 ≤ i < b, then
random number in [0, 1) costs R messages, w.h.p. w.h.p., no internal node has degree b + i − 1 or less
Computing S(r) (see §2.2 for its definition) entails (for a suitably large value of c). It follows that with
Θ(log n) messages if we use successor/predecessor high probability, the maximum value of σ = 1+2/b.
links along the circle. This is because |S(r)| ≤ 2 × If we let  = 2/b, then the value of c ought to be
2`−φ(`) = Θ(`) (from the definition of φ(`)) and ` = c = O(log −2 ) for the theorem to be true.

Θ(log n) (Theorem 2.1).

In terms of levels, for b ≥ 2, leaves belong to two
different levels only when n is very close to b2` for
2.4 High-Degree Trees
some `; otherwise, leaves occupy just one level.
The partition balance ratio for the scheme outlined
above is 4 because all internal nodes have degree 3 Emulation of Topologies
two and nodes are guaranteed to lie in at most three The guarantee that all leaf nodes belong to three
different levels. To obtain smaller values of σ, we different levels allows emulation of various families
stipulate that the degree of internal nodes that have of deterministic and randomized inter-connection
leaf nodes as their children, is free to have any value networks, in a straightforward fashion. We believe
in the range [b, 2b − 1] for some b ≥ 2. All other that our scheme in §3.1 is simpler than previous
internal nodes still have degree exactly two. The proposals [AAA+ 03, NW03, Man03].
smallest trees we consider have b leaf nodes. The
A family of deterministic routing networks is
degree constraint is reminiscent of B-trees [BM72]. typically defined over 2k or k2k nodes where k
However, our tree is quite different since only those is a positive integer [Lei92]. Examples are hyinternal nodes that are parents of leaves are allowed percubes, butterflies, shuffle-exchange networks, de
to have degree other than two.
Bruijn networks, etc. Recently, families of ranThe definition of active nodes is the same as be- domized routing topologies have been defined over
fore. The addition algorithm remains largely un- 2k nodes where k is a positive integer. For exaltered – when a node x becomes active for the ample, Symphony [MBR03] is an adaptation of
first time, the degree of all internal nodes within Kleinberg’s construction [Kle00]. Symphony, along
the sub-tree rooted at x, all of whose children are with randomized variants of Chord and hyperleaves, is exactly b. None of these nodes becomes cubes [GGG+ 03, ZGG03] is studied in [MNW04].
degree b + 2 unless all of them are degree b + 1,
3.1 Emulation with 3 Sets of Links
and so on. Finally, enough leaves would have arrived so that all these nodes have degree 2b − 1. Families of inter-connection networks defined over
k
3
Thereafter, insertions into the active sub-tree split 2 nodes can be emulated as follows . Recall that
internal nodes into pairs of internal nodes, each with w.h.p., all leaf nodes (host IDs) lie in levels levdegree b. Note that every insertion causes changes els [log2 n] and [log2 n] ± 1 where n is the current
in the degree of some existing node. Each change number of hosts. A host at level ` constructs three
3
in degree is concomitant with re-assignments of at
Emulation of networks defined over k2k nodes can also
least b − 1 and at most 2b − 1 existing IDs.
be easily accomplished. We omit the details for lack of space.
5

sets of links corresponding to the top `, ` − 1 and
` − 2 bits of its ID respectively. As a consequence,
all hosts are guaranteed to have established links
corresponding to the top [log2 n] − 1 bits of their
respective IDs. Routing starts off by following the
links at the lowest-numbered level at the source. If
the message reaches some host which does not have
links at that level, we switch to a level one higher
than the current. With high probability, we are
guaranteed to get caught in level [log2 n] − 1.
Having three sets of links per host does not necessarily triple the number of outgoing-links. Several
high-degree parallel networks, like hypercubes and
de Bruijn graphs, have a nice recursive structure
such that the three sets of links have almost all the
links in common. Even for randomized topologies
like Symphony, the number of different links is only
two in expectation. However, for the butterfly and
its variants, the three sets are indeed quite different.

to the next higher B-value if it encounters a node
which believes in a different pair of B-values. This
B-value is guaranteed to be common to all nodes.
Once the destination blob has been reached, intrablob routing takes Θ(1) hops since the size of all
blobs is Θ(1) w.h.p.
An issue that was not addressed in [Man03] is
the flapping of link-sets when ñ hovers around a
power of two. A simple modification to the emulation scheme
prevents flapping. We stipulate that
√
δ = 3−2 2 for the Network Size Estimator. Consequently, the difference between log2 ñ for two different hosts is at most 1/2. We now introduce hysteresis to absorb small fluctuations in log2 ñ: A
node switches from a pair of B-values hb, b + 1i to
hb + 1, b + 2i only when log2 ñ crosses the boundary b + 1/2 by increasing in value. The switch from
hb + 1, b + 2i to hb, b + 1i is made only when log2 ñ
crosses the boundary b by decreasing in value.

3.2

3.3

Emulation with only 2 Sets of Links

Estimating the Number of Leaves

How could a host derive a sharp estimate
√ ñ satisfying ñ ∈ n/(1 ± δ) for a fixed δ < 3 − 2 2, using
only local information? A factor-4 approximation
of n can be deduced from the number of bits in a
host’s own ID since all leaves are guaranteed to lie
in levels [log2 n] and [log2 n]±1, w.h.p. It is possible
to improve this estimate as follows.

We borrow an idea from [Man03]. Each host runs
a black-box called Network Size Estimator, whose
goal is to maintain ñ, an estimate for n, the current
number of participating hosts. We stipulate that
ñ ∈ n/(1 ± δ) where δ < 1/3 w.h.p. Armed with ñ,
a node computes two B-values: B1 = blog2 ñc and
B2 = dlog2 ñe. When δ < 1/3, with high probability, there are no more than three different B-values
that nodes believe in, and there exists some B-value
that is common to all nodes. In a practical system,
network size estimates could be derived from random sampling where samples can be obtained by
snooping on routing traffic. In §3.3, we show how
a simple modification to the algorithm in §2 allows
estimation to be done without snooping.
We call the set of nodes that share the top B1
(and B2 ) bits of a node, a blob. Thus a node belongs to exactly two blobs. Since B1 and B2 are
successive integers, one of the blobs is a superset of
the other. For inter-blob routing, a node establishes
two sets of inter-blob links: one set corresponding
to using its top B1 -bits as its blob ID and another
set corresponding to using its top B2 -bits as its blob
ID. For the other end of an inter-blob link, any node
in the destination blob suffices. Routing starts off
by following links corresponding to the smaller of
the two B-values at the source. Routing switches

Theorem 3.1 Imagine n node arrivals where each
node chooses a random number in I = [0, 1). If
X(k) nodes choose the same top k bits for their IDs
such that X(k) ≥ 8(1 + δ)δ−2 ln n, then 2k X(k) ∈
n/(1 ± δ) with probability at least 1 − 2/n2 .
Proof: By application of Chernoff’s inequality. 
Theorem 3.2 Each host can estimate ñ ∈ n/(1 ±
δ) w.h.p., if c is large enough, by a modification of
the ID selection algorithm (at no extra cost).
Proof: A new host, upon joining the system, identifies the size of the sub-tree hanging below the parent
of its active ancestor, and deduces ñ from this size,
as discussed below. The new host then informs all
other hosts below the sub-tree about its estimate.
Let the newly-arrived host correspond to a leaf
node at level `. Let a denote the active ancestor of
6

the leaf node when it was created. Then a is at level
φ(`). Consider a0 , the parent a, which would be at
level φ(`) − 1. Let Z denote the total number of
leaf nodes in the sub-tree rooted at a0 . Then Z ≥
χ(`) = 2dlog2 `e+c−1 ≥ `2c−1 . Now, ` ≥ log2 n − 2
since all leaves lie in the bottom three levels of the
tree. Therefore, Z ≥ (log2 n − 2)2c−1 . Each of these
leaves chose the same top φ(`) − 1 bits for their ID.
In the past, for each i ∈ [0, ` − 2], χ(i) nodes chose
their IDs such that the top φ(i) bits form a prefix of
the ID of a0 . If we (conceptually) let each of these
nodes carry out further coin tosses so as to decide
which one of them would eventually have gone on
to share the top φ(`) − 1 bits with a0 , we would
augment Z to obtain a quantity Z 0 . We claim that
ñ = 2φ(`)−1 Z 0 is an unbiased estimate for n. In
fact, if we fix c to the smallest integer that satisfies
(log2 n − 2)2c−1 ≥ 8(1 + δ)δ−2 ln n, we can apply
Theorem 3.1 to claim that ñ ∈ n/(1 ± δ) w.h.p.
The construction
in §3.2 works with any constant
√

δ < 3 − 2 2, which makes c a constant.

between hosts and leaf nodes in the tree, their IDs
being the same. Further, when a host joins the system, it arrives with an infinite string of random bits.
During the lifetime of a host, it can swap its bitstring with that of another host. Thus each host
possesses exactly one bit-string at any time – this
bit-string is not necessarily the one it joined the
system with. The departure of a randomly chosen
host is equivalent to deletion of a randomly chosen
bit-string in the system. Swapping of bit-strings is
different from re-assignment of host IDs, which occurs only when the tree itself undergoes structural
changes. We now define formally, two simple procedures on sub-trees that our algorithm uses.
4.1

Definition of “perfect insertion of a newly-arrived
host below internal node x”: Starting at x, we repeatedly move down either the left or the right subtree, whichever has fewer leaf nodes, breaking ties
arbitrarily. Let r denote the leaf node we reach.
We split r into two by creating two leaf nodes. The
newly-arrived host occupies the right leaf. The host
that occupied r now occupies the left leaf.
Definition of “perfect deletion of a specific host
(corresponding to some leaf node) below a specific
internal node x”: Let the host correspond to leaf
node r at level `. If ` is the deepest level at which
leaf nodes exist below x, we delete both r and its
sibling from the tree. The host at r leaves the
system. The host at the sibling effectively “moves
up”, its ID possibly having been re-assigned since
we chopped off its least-significant bit. If ` is not
the deepest level below x, we identify some pair
of sibling leaf nodes that lie at the deepest level.
We delete both of these leaf nodes. In terms of
hosts, the host corresponding to the left sibling
“moves up”, its ID remaining effectively the same
(we chopped off its least-significant bit, which was
0). The host corresponding to the right sibling is
re-assigned – it takes up the ID corresponding to
leaf node r. The host that previously occupied r
leaves the system. The bit-string in its possession
also vanishes from the system.

Related Work: Estimation of log n is a subproblem that often emerges in the context of DHTs.
Viceroy [MNR02], Symphony [MBR03] and an optimal randomized protocol [Man03] require the estimate for constructing the overlay routing topology. Chord/CFS [DKK+ 01] requires the estimate
to establish Θ(log n) virtual IDs per node. Naor
and Wieder [NW03] require the estimate to probe
Θ(log n) random points in [0, 1) for ID selection.
Previous work has estimated network size when
each host independently chooses an ID from [0, 1)
uniformly at random. Viceroy [MNR02] showed
that a constant-factor approximation of log n could
be deduced from two successive IDs. A scheme in
[Man03] improves the estimate to constant-additive
error in log n. Recently, a new scheme for estimating log n within constant-factors has been devised
by Horowitz and Malkhi [HM03].

4

Perfect Insertion and Perfect Deletion

Handling Host Departures

We now develop a variant of our earlier algorithm to
handle host departures as well. The variation makes
the resulting data structure amenable to analysis,
albeit at the cost of increased complexity.
4.2 Definitions and Overview
We create binary trees, as before. The ID of a
leaf node is the sequence of 0s and 1s from the root Each internal node belongs to one of four states: b,
to that node. There is always a 1-1 correspondence f, f* or a. The letters are acronyms for the words
7

x is in state f
x is in state f*
x is in state a

⇒
⇒
⇒

N (x) ≥ ψ(x)
N (x) ≥ ψ(x)
N (x) ≥ ψ(x)

∧
∧
∧



N (x0) < ψ(x)/2
ψ(x)/2 ≤ N (x0) < ψ(x0)
N (x0) ≥ ψ(x0)

∨
∧
∧


N (x1) < ψ(x)/2
ψ(x)/2 ≤ N (x1) < ψ(x1)
N (x1) ≥ ψ(x1)

Figure 1: Three of the invariants maintained by our algorithm are listed above. For each invariant, the condition
on the Right-Hand-Side and the condition that all ancestors of x are in state a, implies the Left-Hand-Side. This
results in three additional invariants.

below, frontier, frontier* and above, respectively. We maintain the invariant that for every leaf
node, exactly one of its ancestors is marked as f or
f* at any time. Thus the union of f and f* nodes
acts as a frontier, partitioning leaf nodes into disjoint groups. Every internal node that is above the
frontier is in state a. All other internal nodes are
below and in state b. The frontier “moves down” in
response to additions and “moves up” in response
to deletions. When a new host arrives, the state of
an existing node either remains the same, or one of
the following transitions takes place: b→f, b→f*,
f→f*, or f*→a. In response to deletions, either
the state remains the same, or one of the following
transitions occurs: b←f, b←f*, f←f*, or f*←a.

4.3

Addition Algorithm

If there are fewer than ψ(0) hosts in the system, all
internal nodes are in state b – we maintain a complete binary tree at all times (using “perfect addition” and “perfect deletion” below the root node).
When there are exactly ψ(0) hosts in the system,
the root node undergoes the transition b→f, or
b→f*. If N (0) = N (1) = ψ(0)/2, then b→f* occurs; otherwise, b→f occurs. For the rest of the
section, we assume that the root is not in state b.
When a new host arrives, it is in possession of
an infinite random bit-string. Corresponding to the
bits of this bit-string, we carry out a random walk
down the tree. Let r denote the leaf node we reach.
Let a denote the ancestor of r in state f or f*.

For brevity, we will use x to denote both an interCase I (a is in state f): If N (a0) < ψ(a)/2,
nal node and the string of 0s and 1s from the root we carry out “perfect insertion” below the sub-tree
to that node. Thus x0 and x1 denote the left and rooted at a1. Otherwise, N (a1) < ψ(a)/2 and
the right child of x, respectively.
we carry out “perfect insertion” below the sub-tree
Definitions: Let N (x) denote the number of rooted at a0. The bit-string of the newly-arrived
random bit-strings with prefix x, currently in the host increments either N (a0) or N (a1). After the
system. The definition of φ remains unchanged: increment, if min{N (a0), N (a1)} ≥ ψ(a)/2, then
φ(`) = max{0, ` − dlog2 `e − c}. We define function a undergoes the transition f→f*; otherwise it reψ for integer k ≥ 0, as follows: ψ(k) ≡ 2x−φ(x) , mains in state f. Note that in state f*, the number
where x = max{` | φ(`) = k}.
By definition, of leaf nodes below a0 and a1 are exactly N (a0) and
ψ(k + 1) equals either ψ(k) or 2ψ(k), for all k ≥ 0. N (a1), respectively. This property is maintained in
For string x, ψ(x) ≡ ψ(|x|), where |x| denotes the state f*, as described below.
Case II (a is in state f*): If a0 is a prefix of
length of string x (the same as the level of node x).
the random bit-string of the newly-arrived host, we
We maintain the following invariant for every carry out “perfect insertion” below a0. Otherwise,
node x in state a, f or f*: a bit-string is possessed we carry out “perfect insertion” below a1. After the
by some leaf node below x iff x is a prefix of that bit- insertion, if N (a0) ≥ ψ(a0) and N (a1) ≥ ψ(a1), we
string. An node in state b may or may not satisfy invoke procedure handle(a), described below:
this invariant. Figure 1 describes six additional inhandle(x) first re-distributes the bit-strings curvariants that are always maintained. The addition rently in possession of leaf nodes below x: All bitand deletion algorithms in §4.3 and §4.4 basically strings with prefix x0 are made to lie below x0, and
show how all the invariants can be maintained in all bit-strings with prefix x1 are made to lie beresponse to arrivals and departures of hosts.
low x1. The state of x then changes to a. At this
8

Proof of A1: Let η = 2` . Then N (a) =
B( 54 η, 2−|a| ), the sum of 54 η Bernoulli variables, each
with probability 2−|a| . The expected value of N (a)
is 54 2`−|a| ≥ 45 ψ(a). Since ψ(a) = Ω(log η), application of Chernoff bound shows that the event N (a) <
ψ(a) holds with probability at most 1/η 2 , for a suitThe addition algorithm differs from that in §2.1 in ably large c. A union bound on all n nodes makes
that the transition f→a has been delayed by intro- the probability of failure at most O(1/η) = O(1/n).
Claims A2 and A3 follow from A1 and the invariducing an intermediate state f*. Plus, we are mainants
in Figure 1. Claim A4 follows from the fact
taining some random bit-strings along with hosts.
that all nodes in level ` − 1 and less are occupied if
4.4 Deletion Algorithm
all nodes in level φ(`) are in state a, f or f*.
Let r denote a randomly-chosen host that departs.
If φ(`) = φ(` + 1), the lemma follows from the
Let a denote the ancestor of r in state f or f*. De- following series of claims, each holding w.h.p. (the
parture of r will decrement N (a). Moreover, either overall proof is along the same lines as that above).
N (a0) or N (a1) will also be decremented, dependB1: If |a| ≤ φ(`) − 1, then N (a) ≥ ψ(a).
ing upon the prefix of the random bit-string in posB2: If |a| < φ(`) − 1, then a is in state a.
session of r. In the cases below, the values of N (a),
B3: If |a| = φ(`) − 1, then a is in state a, f or f*.
N (a0) and N (a1) correspond to the updated values
B4: Let a0 denote the sibling of a. Then N (a) ≥
(following the decrement).
ψ(a)/2 and N (a0 ) ≥ ψ(a0 )/2.
Case I: N (a) ≥ ψ(a):
B5: No leaf is at level ` − 1 or less.

(a) (ψ(a)/2 ≤ N (a0) < ψ(a0) and ψ(a)/2 ≤ N (a1) < ψ(a1)):
We carry out “perfect deletion” of r below a0 or
`−1 < n < 7 2` , then w.h.p., no
8
a1, whichever happens to be the ancestor of r. Lemma 4.2 If 2
leaf is at level ` + 1 or more (for suitably large c).
Node a remains in state f*.
(b) (N (a0) < ψ(a)/2 or N (a1) < ψ(a)/2): We carry out
Proof: Consider internal node a with |a| = φ(`).
“perfect deletion” of r below a. Node a undergoes
The lemma follows from the following claims:
f←f* if its state was f* before the departure of r.
C1: If φ(`) 6= φ(` + 1), then N (a) < ψ(a) w.h.p.
Case II: N (a) < ψ(a): We carry out “perfect
C2: If φ(`) = φ(`+1), then N (a) < ψ(a)/2 w.h.p.
deletion” of r below a. Internal node a0 , the parC3: In either case, the “next insertion” below any
ent of a, undergoes the transition f*←a. Node a,
f/f* node is going to be at level ` or less. Thus,
its sibling, and all descendants of its sibling which
there is no leaf at level ` + 1 or above, w.h.p.

are presently in state f or f*, undergo b←f or
b←f*, whichever is applicable. This cascade of
state-transitions is the “inverse” of the recursive Theorem 4.1 With n hosts, all leaves lie in levels
call to procedure handle that was described ear- [log2 n] and [log2 n] ± 1. Thus σ ≤ 4.
point, if N (x00) ≥ ψ(x00) and N (x01) ≥ ψ(x01),
we invoke handle(x0) recursively; else if N (x00) ≥
ψ(x0)/2 and N (x01) ≥ ψ(x0)/2, x0 is assigned
state f*; else x0 is assigned state f. Node x1 is
dealt with similarly. We note that a recursive call
is in fact, a rare event, as shown in §4.5.

lier. Only the sibling changes state w.h.p.
4.5

Proof: Follows from Lemmas 4.2 and 4.1.

Analysis



Lemma 4.1 If 54 2` < n < 2`+1 , then w.h.p., no 4.6 Extensions
The algorithm outlined in §4.3 and §4.4 can be exleaf is at level ` − 1 or less (for suitably large c).
tended along the lines of §2.4 (high-degree trees) to
Proof: If φ(`) 6= φ(` + 1), the lemma follows from achieve partition balance ratio 1 + , w.h.p. Furthe following series of claims, each holding w.h.p.
ther, an accurate estimate of n can be obtained by
A1: If |a| ≤ φ(`), then N (a) ≥ ψ(a).
scaling the size of the sub-tree below any internal
A2: If |a| < φ(`), then a is in state a.
node in state f or f*. This enables emulation of a
A3: If |a| = φ(`), then a is in state a, f or f*.
variety of inter-connection topologies with only two
A4: No leaf is at level ` − 1 or less.
sets of links per host, as described earlier in §3.2.
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4.7

Concluding Remarks

Both of our ID selection algorithms hinge upon
the intuition that if a sub-interval of [0, 1) has size
Θ( logn n ), then Θ(log n) out of n randomly-chosen
points are guaranteed to fall into that sub-interval,
w.h.p. This fact has been noted in an early paper on DHTs (Viceroy [MNR02]). However, the
fact was never exploited to perturb the randomlychosen points slightly to obtain fine-grained partition balance ratios. Four different groups [AAA+ 03,
AHKV03, KR03, NW03] have since then developed
various ID selection algorithms – the intuition in
these algorithms is quite different.
Thanks to Mayank Bawa, Mayur Datar, Krishnaram
Kenthapadi and Rajeev Motwani for reading the paper.
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Appendix
Definitions from Section 2.3:
The phase φ(`) of level ` ≥ 0 is defined as:
φ(`) = max{0, ` − dlog2 `e − c}
The density χ(`) for ` ≥ 0 is defined as:
χ(`) =

1

if ` = 0

2`−1
if φ(`) = 0 but ` 6= 0
dlog2 `e+c−1
2
otherwise
The probability p(`) for ` ≥ 0 is defined as:
p(`) = 2−φ(`)
We define
Y (`) =

χ(i)
X̀ X

yij

i=0 j=1

where yij is a geometric random variable with parameter p(i). The expected
P
value of yij is 1/p(i). The expected value of Y (`) is EY (`) = `i=0 χ(i)/p(i) =
P`
1 + i=1 2i−1 = 2`

Lemma .3 For all values of t and p,

[

2pet
pet
2
]
≤
1 − (1 − 2p)et
1 − (1 − p)et

Proof: The claim is true iff 4pet (1 − (1 − p)et ) ≤ (1 − (1 − 2p)et )2 which simplifies to 0 ≤ (1 − et )2 .



Lemma .4 If δ ∈ [0, 1) and p ∈ [0, 1), then there exists et < 1/(1 − p) satisfying
2
pet
≤ e−δ /2
t
(1+δ)t/p
[1 − (1 − p)e ]e

Proof: Setting e

−t

h
= (1 − p)(1 + δ)/(1 + δ − p), the expression above simplifies to (1 + δ) 1 −

δ m
≤1−
m)
−δ 2 (1+δ)/2

the fact that (1 −
1 − δ 2 (1 + δ)/2 ≤ e

pδ
1+δ−p

2

i 1+δ−p
p

. Using

δ + δ /2 for positive m > δ, the expression is no more than (1 + δ)(1 − δ + δ 2 /2) =
2
< e−δ /2 . It may be verified that et < 1/(1 − p) assuming δ ≥ 0 and p ∈ [0, 1).


Lemma .5 If δ ∈ [0, 12 ) and p ∈ [0, 1), then there exists et > 1 − p satisfying
2
pe−t
≤ e−5δ (1−14δ/15)/2
[1 − (1 − p)e−t ]e−(1−δ)t/p

pδ
, the expression above simplifies to
Proof: Setting et = 1− 1−δ

1−δ
1−2δ


1−

pδ
1−δ

 1−δ
p

δ m
. Using the inequality (1− m
) <

1 − δ + δ 2 /2 for m > δ, the expression is no more than 1 − 5δ 2 (1 − 14δ/15)/2 < e−5δ
that et > (1 − p) for δ ∈ [0, 21 ) and p ∈ [0, 1).
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2

(1−14δ/15)/2

. It may be verified


Lemma .6 Let N = 2` . Let c be a constant satisfying (δ 2 /2)2dlog2 `e+c−1 ≥ 2 log N . Then
P r[Y (`) > (1 + δ)EY (`)] < 1/N 2
Proof: We employ the well-known Chernoff technique as outlined in [MR95].
Let (∗) denote P r[Y (`) > (1 + δ)N ]. Then
(∗) =
=

P r[exp(tY (`)) > exp((1 + δ)tN )]
P r[exp(tY (`)) > exp (1 + δ)t

X̀ χ(i)

p(i)
!
X̀ χ(i)
[E exp(tY (`))] / exp (1 + δ)t
p(i)
i=0
i=0

≤

!

Now

]
by Markov0s Inequality

χ(i)

E exp(tY (`)) = Π`i=0 Πj=1 E exp(tyij )
where yij is a geometric variable with parameter p(i). It turns out that E exp(tyij ) =
(1 − p(i))et < 1. Note that this introduces the constraint et < 1/(1 − p(i)).
Therefore,
χ(i)

p(i)et
E exp(tY (`)) = Π`i=0
1 − (1 − p(i))et

p(i)et
1−(1−p(i))et

provided

which yields

(∗) ≤

Π`i=0

=



Π`i=0 



p(i)et
1 − (1 − p(i))et

χ(i) !

/ exp (1 + δ)t

p(i)et
[1 − (1 − p(i))et ] exp (1+δ)t
p(i)

X̀ χ(i)
i=0

χ(i)

p(i)

!



By repeated application of Lemma .3, it is possible to transform the above expression into

(∗) ≤



Π`i=0 

p(i)et
[1 − (1 − p(i))et ] exp (1+δ)t
p(i)

η(i)


where η(i) = 0 or η(i) = 1 for 0 ≤ i ≤ ` − 1, and η(`) ≥ χ(`).
For i < `, each of the terms in the product above is no more than 1. Ignoring them, we are left with the
expression


(∗) ≤ 

p(`)et
[1 − (1 − p(`))et ] exp (1+δ)t
p(`)

We can now use Lemma .4 to claim that

(∗) ≤

e−δ

2

η(`)


(1+δ)η(`)/2

Now η(`) > χ(`) where χ(`) = 2dlog2 `e+c−1 . Recall that N = 2` and that we chose constant c such that
(δ /2)(1 + δ)2dlog2 `e+c−1 ≥ 2 log N . Substituting these values, we obtain
2

(∗) ≤

e−2 log N = 1/N 2


12

Lemma .7 Let N = 2` . Let c be a constant satisfying (5δ 2 /2)(1 − 14δ/15)2dlog2 `e+c−1 ≥ 2 log N . Then
P r[Y (`) < (1 − δ)EY (`)] < 1/N 2
Proof: Let (∗∗) denote P r[Y (`) < (1 − δ)N ]. Then
(∗∗) =
=

P r[−Y (`) > −(1 − δ)N ]
P r[exp(−tY (`)) > exp(−(1 − δ)tN )]

Continuing in the same manner as the previous lemma, we finally obtain

(∗∗) ≤




p(`)e−t
[1 − (1 − p(`))e−t ] exp −(1−δ)t
p(`)

η(`)


while introducing the constraint e−t (1 − p(`)) < 1, which is equivalent to et > (1 − p(`)).
Using Lemma .5, we obtain
(∗∗) ≤

e−5δ

2

(1−15δ/14)η(`)/2

Substituting the value of c we chose, we obtain
(∗∗) ≤ e−2 log N = 1/N 2
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