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Abstract phertexta using keyf). Because we are concerned that
the “key” f could be lost, we make two copidsande,

In order to safeguard a sensitive database, we must en-using theCopyoperatorC'. One copy off is stored as ter-
sure both its privacy and its longevity. However, privacy minal b, perhaps inside the desk of the company’s CEO.
and longevity tend to be competing objectives. We showSince we do not trust anyone else at the company to by
how to design a system that provides both good privacythemselves hold the other copywe splite further into
and good longevity simultaneously. Systems are modellederminalsc andd. This way,c andd (e.g., held by the
as compositions of two basic operato@ppy and Split. CFO and the CIO) are both needed to reconstfuct
We propose metrics with which to evaluate the privacy,
longevity and performance offered by such systems. The
search for the “best” system under these metrics is then
formulated as a constrained optimization problem. Solv-
ing the optimization problem exactly turns out to be in-
tractable, so we propose techniques for efficiently finding
an approximate solution.

1 Introduction

“Keep it secret, keep it safe!”
—Gandalf
Figure 1. Example of a configuration.

Suppose we have a critically important database that
must be safeguarded both against unauthorized access There are of course many other ways one can compose
and against data loss. This database could contain, sayCopy and Split operators — each composition results in
credit card numbers for our customers, patient records ata configurationwith different levels of protection against
a hospital, or financial records at a bank. To safeguardbreak-ins and data loss. A configuration may also have
such data we probably want to use both replication (for other desirable or undesirable properties. In particular,
longevity) and encryption-like operations (for prevegtin  some configurations will turn out to henimplementable
theft or unauthorized access). because they compose Split and Copy operators in a way

For example, Figure 1 graphically shows how we might that does not “make sense”. For example, there may be
protect a root databasefrom unauthorized access and a circularity in Split operators: the key needed by a Split
data loss. Th&plitoperatorS represents a “split” of the  may somehow depend on the value of the ciphertext it is
database into a materialized (i.e., physically stotedi- supposed to generate.
nal objecta, and a non-materialized (i.e., transient) object ~ Split and Copy operators (which will be defined pre-
f that is to be processed further. Here, boathnd f are cisely in Section 2) may not be the only mechanisms for
needed to reconstruet(e.g., S might encryptr into ci- safeguarding data, but they are by far the most popu-



lar. And even with just these two operators, there is a
huge number of possible configurations — many unimple-
mentable, many mediocre, and a small number of very
good ones that provide the right (application-dependent)
balance between longevity and privacy. In this paper, we
address the problem of searching for these very good con-
figurations. To do so, we formally define the concepts that
have been introduced here via examples. We define met-
rics to evaluate configurations, and we present algorithms
that efficiently search for the very good configurations.
Our work is distinguished from most of the existing
literature, since we simultaneously consider both privacy
and longevity. There is a large body of work on sys- 2  Configurations
tems that ensure longevity of data. This ranges from work
on fault tolerance and failure statistics to error cori@tti
schemes and RAID [1]. However, in this body of work,
privacy issues are rarely considered. On the other hand
there is a sizable literature on data privacy and security,
ranging from encryption schemes (e.qg., [2]) to secure data
storage methods (e.g., [3]). However, in the privacy lit-
erature, there is little consideration of data longevitg an
fault tolerance. There is some work attempting to inte-
grate longevity and privacy [4], which describes how cer-
tain encryption schemes might be used to build survivable,
secure storage systems. Our work, however, takes a mor
guantitative approach than [4], by searching for solutions
to specific optimization problems over the space of possi-

Figure 2. A configuration with sharing.

We begin with two operatorsCopy and Split, from
which safeguarding systems will be built up.kA*-order
‘Copy operator produces as its outputientical copies of
its input. A k*"-order Split operator breaks its input into
k output pieces, such that dll pieces are necessary and
sufficient to reconstruct the input.

There are several ways to implemenit‘a-order Split
operator. One way would be to use encryption, where the
input is plaintext and the output is ciphertext along with
k — 1 keys. Another option is to randomly generéte 1
%it—sequences of length equal to the input, and output these
k — 1 sequences along with the input XOR’ed with all of
these sequences. In both of these examples, @litputs

blehfysslj(rannrasér in this paer we make the following con- are needed to reconstruct the input. We use Split operators
tributions: Y pap 9 as abstractions of these and other splitting operations.

Systems for safeguarding data can be built by compos-

We define metrics for evaluating systems that safe- g Split and Copy operators in interesting ways. Such
guard data. The metrics quantify the provided levels COMPositions are referred to esnfigurations An exam-
of privacy and longevity, as well as the semantic cor- Pl Was given in Section 1 (see Figure 1). The data we

rectness and physical realizability of the protection @re frying to safeguard is at the roet, The root is en-
schemes. crypted, say, and the ciphertextis stored ahd the key at

f. Two copiesp ande, are made of this key. One of these
Using these metrics, we formulate the search for a copies,e, is XOR’ed with a random bit-sequence stored
good safeguarding system as a constrained optimiza-at ¢, and the result is stored dt Only the terminal ver-
tion problem. ticesa, b, c andd are actually materialized and physically
stored. The non-terminal vertices f andr are transient
data elements that are by-products of recursively sgiittin
and copying the original data. In particular, observe that
the rootr is not stored anywhere. Therefore, there is no
single terminal vertex that an attacker can “steal” that wil
allow him to reconstruct the original data.

We suggest a two-stage strategy for solving this opti-
mization problem. The first stage finds a family of
systems that are optimum with respect to a subset
of the metrics. The second stage picks out a system
from this family, which performs well under the re-

maining metrics.

The first-stage problem is itself difficult to solve for

In general, configurations can be rooted directed
acyclic graphs (DAGs). For example, consider Figure 2,

large instances. We therefore propose both exact andvhered ande are copies of the root data Here, the ver-

approximate techniques for its solution.

tex b is sharedby bothd ande — it represents a single key

that is used to encrypt bothande.
We present an experimental evaluation that answers  Formally, a configuratior® is composed of a set of
some of the questions about our approach. Are theyertices)y. This setV is partitioned into7, the set of
privacy and longevity gains achieved by our opti- terminal vertices, and/, the set of non-terminal vertices.
mization algorithms significant? (Yes.) Are many Note that the dependence énof V, 7 and A has been
configurations that provide good protection unimple- notationally suppressed. In what follows, we assume that
mentable? (Yes.) How well does our approximate the elements of” are labelleds, b, c, ... and so on. We
scheme do against an exhaustive search? (Very well,also assume that the root is labelledThe power se2”
in many cases.) is the set of all subsets 6.



Require: © 3 Evaluating Configurations
1. Fg <« r
2: while 3y € support(Fg) s.t.y € ' do

The purpose behind modeling and classifying config-
3 let{xy,zs... 24} be the children of puTp g fying g

urations is to find systems that safeguard our data effec-

4. if yis a Copy vertexhen tively. However, it is presently unclear how we might eval-
5 replacey in Fe by (1 + 2 + - + ) uate the effectiveness of a given configuration. In particu-
6. elseifyis a Split vertexthen lar, how might we quantify the privacy and longevity pro-
7 replacey in Fe by (w1 -2+ - an) vided by a configuration? In Section 3.1, we suggest prob-
g end 'f abilities of failure as a unifying metric to measure both the
9: end while

privacy and longevity offered by a configuration. Then, in
Section 3.2, we suggest and motivate other metrics such
as depth and class as quantities of possible interest in our
search for a good configuration.

10: returnfFyg

Figure 3. Pseudocode for constructing the
access formula Fg.

3.1 Probabilities of Failure

One approach to quantifying privacy and longevity is to
Corresponding to any Configurati@']is a Boolean ex- usefailure probablhtles namely the probablllty of break-

pressionFe, referred to as itmccess formula Fo may ~ in and the probability of data loss. Theobability of
include parentheses (i.e., it is a particular factorizgtio ~break-in P(©), is the probability that an attacker breaks
and is always monotone (i.e., no negation). Shtsfying into enough terminals to be able to reconstruct the raot,

assignmentsf Fo, denoteds(0) C 27, telluswhichter-  Similarly, theprobability of data lossQ (), is the proba-
minals an attacker has to break into in order to reconstructPility that enough terminals are lost that we cannot recover

the sensitive data at the roat, Conversely, thdalsify-  the data at. _

ing assignmentsf Fo, denoted7(©) C 27, are those We use the term “break-in” to generally refer to an at-
subsets of terminals that, if destroyed, would make our tacker gaining unauthorized access to our data. For exam-
sensitive data unrecoverable. ple, if the terminab in Figure 1 was stored on a disk in the

o _ CEO's desk, then a “break-in” might simply mean that the
The pseudocode in Figure 3 describes how to constructyisk is physically stolen. Alternatively, ifis a password-

the access formulég from the configuratio®. For ex-  protected network node, then a “break-in” might refer to a
ample, for the configuration in Figure kg = a(b + cd). cracked or leaked password. Similarly, “data loss” refers
In this case, an attacker can reconstruct the datatgt  to any event causing data to no longer be accessible to us.
breaking into terminak in addition to eitherb alone or We illustrate the concept of failure probabilities using

both c andd. Thus, {a,b} and{a,c,d} are satisfying  an example. Considdfo = ab + be, illustrated in Figure
assignments ofe. Similarly, {a} and{b,c} are exam- 2. Let us assume that each terminal is broken into with
ples of falsifying assignments. The algorithm in Figure 3 probability 1, independent of all other terminals. An at-
is also “invertible” — givenFe, we can reconstrué by  tacker wishing to reconstrugtmust do one of three things
starting at the terminals and recursively replacing disjun  _ he must either break into terminaisandb only, or ter-
tions and conjunctions by Copy and Split vertices, respec-minalsb andc only, or all three ofa, b ande. Thus, the
tively. Thus, the correspondence between a configurationprobability of data loss will be the sum of probabilities of

and its access formula is one-to-one. As such, we will of- these three mutually exclusively outcomes iB(Q) =

ten represent a configuratiéndirectly by its access for- (l)2 3 (1)3 — . Similarly, an attacker must de-
mulaFg. 64 ;

stroy any of the following sets of terminals to caust®

Additional details on our model are given in [5]. be lost: {b}, {a,b}, {b,c}, {a,c} or {a,b,c}. Assum-
particular, it is shown that not all possible conflgurauons ing the attacker destroys each terminal independently with
are semantically correct, or even physically realizable. probability 3, we sum over the probab|||t|es of these five
As an example of incorrect semantics, the configuration outcomesto find)(©) = 1 (%) +3 (5 ) 44—@)3 =1
Fo = (a + b)(b + ¢)d uses a third-order Split operator, The notion of failure probabilities is formalized as fol-
but as discussed in [5], we can reconstruct its data usinglows. Define a pair of independent probability spaces
just two of its children. The main contribution of [5] was (2p,[P) and (Q¢, Q), which represent an attacker’s at-

a taxonomy over the space of configurations, comprisedtempts to reconstruct and destroy our sensitive data, re-
of four nested classesnplementablegproper, simpleand spectively.Q2p and2q are referred to asample spaces
read-once The most general property (implementability) The elementary outcomes € Q2p are subsets of termi-
captures what is required for a configuration to be phys- nals that the attacker manages to break into. Elementary
ically realizable with respect to a broad class of copying outcomesv € g are subsets of terminals that are de-
and splitting primitives. Thus, in this paper, we will al- stroyed by the attacker. Thu€p = Qg = 27. P
ways restrict our attention to those configurations that areand Q are discrete probability measures over events in

implementable, at the very least. Qp andQq, respectively, so tha}_ ., P(w) = 1 and



ZWGQQ Q(w) = 1. From the preceding discussion, we is being split into two identical components. However,

have P(0) = P({w € S(©)}) andQ(©) = Q({w € the latter does not make sense, because it forces to use a

F(©)}). “divide-by-2" split, which is not secure. We will always
The physical meaning dP and Q is as follows. P require a configuration to be at least implementable, but

andQ describe an experiment that lasts a fixed period of Sometimes we may wish to impose a stronger restriction.

time, say, ten years. We wish to answer questions such as¥Ve denote by’ (©) the class of a given configuration.

what is the probability that our data will still be available

ten years from now? Or, how likely is it that no break- e

ins occur over the next ten years? The answers to these

questions (i.e.P(©) andQ(©)) depend on the ten-year

security and reliability characteristics (i.€2,and Q) of

the terminals across which our data is distributed. In Sec-

tions 4-6, we will solve the following problem: given,

P andQ, find the “best’®. That s, given a set of physical

resources, and knowledge of their failure characteristics

what is the configuration that best utilizes these reso@rces
Finally, although we have assumed in our examples

that failures of individual terminals are independents thi

assumption is not at all essential. The definition® aind

Q are general enough to capture correlations between the

failures of terminals. For example, we can capture a sit- 3.2.3  Terminals

uation wherein, say, terminal being destroyed implies The number of terminal vertices\Z(6), is a measure of

thatb will also be destroyed (perhapsandb are sitting in . . . :
the same server room). We can also describe negative corEhe physical storage required to deploy the configuration.

relation — say, terminat being broken-into implies that When we search for good configurations, we will always

with high probabilityb will not be broken-into (maybe the ~MPOS€ @ upper bound ol (©). Recall that in a con-
. . : figuration, only the data at the terminal vertices are mate-
sysadmin receives an alarm, and disconnédtem the

rialized. Thus, a bound o/ (©) can be thought of as a
network). :
resource constraint.

Figure 4. Unimplementable configuration.

3.2 Other Metrics )
3.2.4 Non-Terminals

The failure probabilitied”(©) andQ(©) are the most  Thenumber of non-terminal verticed’(0), is a measure
important metrics that will guide our search for good con- of the computational resources required in computing the
figurations. However, there are others that may be of im- terminal data elements. It is similar in spirit to measur-
portance to the designer. We describe some of these meting depth, although not exactly the same. A Split operator

rics here. with, say, six children all of whom are Split or Copy op-
erators would have a small depth (i.&(©) = 2), but
3.2.1 Depth would still require seven operators total. Measuring depth

alone would not capture this.
A configuration'sdepth D(0©) is defined as the maximum
number of vertices between the root and any of the ter-
minals. The depth is a measure of the processing time
needed to compute the terminal data elements from theFinally, we may stipulate that certagroupsmust be al-
original data. For example, the configuration in Figure 2 lowed to reconstruct the data. We refer to thesalkmsv

3.2.5 Groups

hasD(©) = 2. groups For example, we may require terminalandb to
be together sufficient to reconstruct the data. Such a state-
322 Class ment is equivalent to requiring thét, b} € S(©). We

may also stipulate that certain groups, referred tdexsy
As discussed in Section 2, within the space of all possible groups be denied the ability to reconstruct the data. For
configurations, we can identifjlasseghat have desirable  example, breaking inte and d should not be sufficient
properties.Implementablend proper configurations are  to reconstruct the root. Such a statement is equivalent to
guaranteed to be physically realizable and irredundant, re specifying that7 \ {¢,d} € F(0) is a falsifying assign-
spectively. Simpleandread-onceconfigurations provide  ment (the \’ denotes set difference). As an illustration,
further structural properties. In [5], algorithms are pre- one possible configuration that meets these requirements
sented for checking whether a configuration is a memberis shown in Figure 1. We assume that the specification of
of a given class. For example, the configuration in Figure allow and deny groups have no redundancies (e.g., both
4 is shown to be unimplementable. Terminandb must {a} and{a, b} are listed as allow groups) and no conflicts
be equal since they are copies@fwhich implies that (e.g.,{a} is an allow group bufa, b, ¢} is a deny group).



4 Optimization a pair of definitions. Two configuratior3; and©, are
said to beogically equivalenif Fig, can be transformed
We now return to the problem of searching for good to Fe, by applying the laws of Boolean algebra. We write
configurations. It does not make sense to simply search for®: ~ ©». Then, we say that a given metriclagically
the “best” configuration. The best possible configuration invariantif any set of logically equivalent configurations
for privacy is simply ak-way Split, but it is the worst for ~ must have the same value for that metric. That is, the
longevity. Conversely, the best configuration for longevit value of a logically invariant metric is preserved across
is a Copy, but it is worst for privacy. Moreover, we can do logical transformations ofe. For example, the depth
arbitrarily well along either of these dimensions by simply D(©) of a configuration is not logically invariant. To
using unbounded numbers of terminals! Therefore, a bet-see this, consider the logically equivalent configurations
ter question to ask would be: subject to some minimum Fe, = a+b+cdandFe, = a+ (c+b)(b+ d), depicted
level of privacy, and an upper bound on the number of in Figure 5.0, ~ 0., butD(0;) = 2andD(03) = 3.
terminals, which is the configuration that provides us the
most longevity? Using the metrics introduced in Section
3, we can write down the following optimization problem:

min Q)
st. PO)<PF

{wi,wi,...} € S(60)
{wf,wf,...} S F(©)

M(©) < My

N(©) < Ny

D(©) < Do

C(©) €Co 1)

Here, Py is an upper bound o®(0) that indicates the
highest probability of break-in we are willing to tolerate.
My, Ng and Dy are our constraints on the various metrics
introduced in Section 3.2. The sefs:} and {w/} are
the allow and deny groups, respectively, as described in
Section 3.2.5C, is the class that we require our config-
uration to fall into, as discussed in Section 3.2.2. The set
of physical terminalg” and their failure characteristi@
andQ (which are needed to compul©) andQ(©)) are
known beforehand.

In (1), we are maximizing longevity by minimizing (b) Fo, = a+ (c+b)(b+d)
Q(©), the probability of data loss. Note that we could
have, instead, maximized privacy (i.e., by minimizing Figure 5. Two logically equivalent config-
P(©)) subject to some minimum longevity requirement. urations, ©; = O, with D(©;) = 2 and
In order to simplify the exposition, we will focus on (1) in D(03) = 3.
this paper.

In principle, this completes the task of finding an op-
timal configuration. If we could solve (1) exactly, then The key observation is this?(©) andQ(©) are log-
we would be done. Of course, the solving (1) exactly ically invariant metrics. It is easy to see why. Suppose
is extremely difficult. To get a rough idea of how diffi- ©; ~ ©2. P(0,) is the probability that enough termi-
cult, recall from Section 2 that configurations are in one- nals in ©, are stolen for an attacker to reconstruct the
to-one correspondence with factored monotone Booleanroot, ». By definition, P(0) = P({w € S(©)}). How-
expressions. Thus, we must exhaustively search througkever,Fg, andFo, are equivalent according to the rules of
the space of factored monotone Boolean expressions tdoolean logic, which, by definition of satisfying assign-
find a global optimum. Now, even ignoring factorizations, ments impliesS(0,) = S(©2). Therefore, we conclude
the space of monotone DNF Boolean expressions alone ighat P(0;) = P({w € S§(01)}) = P{w € S§(02)}) =
enormous [6]. For example, fav/, = 8, there are on  P(©). An identical argument implies thap(©,) =
the order ofl 0?2 expressions to consider! Therefore, we Q({w € F(01)}) = Q({w € F(02)}) = Q(O2).
must resort to approximate methods to find good solutions  Moreover, as mentioned in Section 3.2.5, the allow
to the optimization problem in (1). groups{wg,ws, ...} and deny group$wg7w{7 ...} are

A key observation will allow us to devise a strategy for simply requirements that certain € 27 be elements
finding approximate solutions to (1). But first, we need of S(©), and certainu € 27 be elements ofF(0), re-




spectively. Again, sinc&(0) and F(©) are preserved
through logical transformations of the access formula, we
conclude that the satisfaction of allow and deny group
constraints is logically invariant. Finally, ®; ~ ©2
and M (©1) < My, thenM(0©3) < M, since the logi-
cal transformation fron¥g, to Fo, would not introduce
any new literals.

To summarize, the objective function and the first four
constraints in (1) are all logically invariant. So, our $tra
egy for finding approximate solutions to (1) will be to

break the problem into two separate stages. In the first

stage, we solve the following problem:

min - Q(O)

{wg,swi,...} € 8(0)
{wf,wl,...} CF(©)
M(©) < My )

We denote byo* the solution to the first-stage problem

is logically equivalentt®*, which satisfies the remainder

of the constraints in (1). The second-stage problem is,w

therefore:

find ©
s.t. 0~ 0"
N(©) < Ny
D(©) < Dy
C(®) €Co 3)

Observe that the first-stage problem (2) involves an ob-
jective function and constraint set involving only logigal
invariant metrics. As such, given a soluti® to (2),
any configuratior®’ such thatd’ ~ ©* will also solve
(2). Therefore, without any loss of generality, we can as-
sume thatfu- is a formula in disjunctive normal form
(DNF). This assumption reduces the complexity of prob-
lem (1) greatly since, in the first stage, we no longer have
to worry about the different factorizations of a candidate
solution. We only need to consider factorizations in the

(2). In the second stage, we search for a configuration that

PRRPPFPROOOO|R
PRPOORPRFR OO
P ORFRPROROROQOI®
l—\l—\l—\OHHOO"‘q

Figure 6. Truth table for Fgo = b+ ac.

we can always recover a truth table from any Boolean ex-
pression. For example, consider the truth table in Figure
6. The resulting disjunction ¢+ abc+ abc + abé+ abe.
Simplifying this expression giveB = b + ac.

For the remainder of this paper, we adopt the fol-
lowing notation. The elements &’ are labelledw;,
wherei = 0...2M0 — 1, and the binary representation
of i indicates the subset ¢f thatw; represents. For
example, withM, = 4, we havewpi1o = {b,c} and
111 = {a,b,¢,d}. Thecomplemenof w; is denoted by
7T \ w;. For example, again with/, = 4, we have
0110 — w1001 = {a,d} andwﬁ = Wopooo — 0. We
then definep; = P(w;) andg; = Q(w;), respectively, as
the probabilities of an attacker successfully breakirtg-in
and destroying exactly the subset of terminajs Simi-
larly, we writep; = P(w;) andg; = Q(wy).

For our purposes, a truth table is a list2dfo Boolean
values indicating whether each subset 27 is sufficient
to reconstruct the roat Formally, atruth tableis defined
as a functioril” : 27 — {0,1} whereT'(w;) = 1 if and
only if w; € §(©). We writeT; = T'(w;) andT; =
T'(w;). Note that an equivalent definition @f would be:

T; = 0 if and only if w; € F(©). The intuition behind

T is as follows. Suppose there is an input combinatipn
that causedo to evaluate to true (i.e., if; = 1). Then,

an attacker can attempt to break-in to the set of terminals
w; in order to reconstruct. On the other hand, suppose
the input combinatiow,; causesFg to be false, (i.e., if

T; = 0). Then, an attacker can instead attempt to destroy
the terminals inv;, causing our sensitive dataato be

w1

second-stage problem, by which point we have alreadylost. The optimization problem (2), therefore, amounts to

found a®*. As we will see, our two-stage strategy is a

selecting the value df}, for everyw; € 27 .

greedy approach to solving (1), so we are not guaranteed

to find the globally optimum solution.

5 Solving the First-Stage Problem

To summarize, in the first stage we are trying to find
a monotone DNF formulds that solves (2). However,

we can equivalently search for a monotone truth table that

solves (2), since any DNF formula (monotone or other-
wise) can be recovered from its corresponding truth table.
To recover the DNF formula, we simply form a single dis-

5.1 LP Formulation

We now show how to formulate (2) as a linear program
(LP). An LP formulation allows us to solve the first-stage
problem efficiently, using well-known techniques (e.g.,
the simplex algorithm).

Ouir first step is to cast (2) as an integer program (IP),
as follows. First, observe thdt(©) = >, cse)Pi =
S, iy, sinceT; = 1 for w; € S(©) andT; = 0 other-
wise. Thus, we rewrite the first constraint in (2) as:

junction whose subclauses are the satisfying assignments

(true rows) in the truth table, and then eliminate redun-

dant subclauses. Of course, going in the other direction,

ZpiTi <R (4)



Second, also observe th@(©) = Zwief(@) G = solutionT” to (7) can be non-integral. That is, there may
> ¢:(1 = T;), sinceT; = 0 for w; € F(©) andT; = 1 be someI? that is equal to neither 0 nor 1. The question
otherwise. The objective function in (2) can therefore be is, how do we interpret such;? A detailed treatment of
rewritten as: this issue is beyond the scope of this paper, so we give

only the important details here.
. It can be shown that, for an optimum soluti@if of
%?Zq;-(l - T) () (7), mostT;* values will in fact be either 0 or 1. These
i T;"’s typically account for the bulk o}, ¢;(1 — T;) and

The specifications of allow and deny groups are en- »_; p:1; at the optimum. Of the feW;*’s that are strictly
coded as follows. We require that each allow grofp between zero and one, some should be rounded up to one
is a satisfying assignment. Thug(w;) = 1. We require and the rest should be rounded down to zero. The key
point is that it does not matter which specifi¢’s we
choose to round up and which ones we round down. It
only matters how many we round up and down. For exam-
ple, suppose fivé;" values are non-integral, and as many
as two can be rounded up without violating the bound on
P(©). Then, there ar¢}) = 10 possible combinations of
T;’'s that can be rounded up, each of which corresponds to
a different optimal solution of (7). As such, if more than
oneT; turns out to be non-integral, then there are multiple
optimum truth tables. Note that the set of optimum truth
fables will be very “close” to each other, in that they will
only differ by a small numbet;*’'s, since the vast majority

the each deny groupf is a falsifying assignment. Thus,
T(T\w!)=0.

Finally, recall thatT" represents a monotone Boolean
function. The implication of monotonicity is that, for
every pair of set§w;,w;) such thatw; C w;, we have
the constrain; < 7. That is, if 7" is monotone and
w; C wj, the only valid values for the ordered péf;, T;)
are (0,0), (0,1) and(1,1), but not(1,0). The physical
meaning of monotonicity is that by breaking into more ter-
minals than he needs, an attacker does not somehow los
the ability to reconstruct the roet Thus, the following

IP results: of T7* values will be O or 1.
?[}H}} Z (1 -1T;) 5.2 Graphical Interpretation
S.t. ZpiTi <P The search for a monotone Boolean formula has a nice
i graphical interpretation. Consider thd,-dimensional
T(wf) =1 Vw; € §(O) hypercube,[0, 1] < RMo. We can represent each

N f w; € 27 as a vertex of this hypercube. For example, sup-
(T \w)) B 0 vwj € 7(6) poseM, = 3. Thenwy (i.e., the set{a,b,c}) would
T =T V(i j) stwi Cuw; map to the point1, 1, 1) andwy;o would map to(0, 1,0).
T; € {0,1} Vi (6) We then associate the real numbgrsand ¢; with each
vertex: of the hypercube.

In such a setting, it can be shown that any monotone
truth tableT' can be represented bysaparating hyper-
plane that cuts through the volume of this hypercube.
This implication is a direct result of the monotonicity con-
straints in (7), namelf; < 7; V(i,j)s.tw;, C w;. A
complete proof is given in [8], but Figure 7 conveys the
important intuitions. The normal to the separating hyper-
plane lies in the non-negative orthait}”®. On one side
of the hyperplane (the side further away from the origin)
arew; for whichT; = 1. We call this thetrue sideof
the hyperplane. On the other side (the side closer to the
min Z ¢(1-T)) origin) are thew; for whichZ; = 0. We call this thefalse
{1} . side Thus, the truth table depicted in Figure 7 Has = 1

andT; = 0 Vi # 11.
s.t. T < P ! .
zi:p 0 Moreover, the points closest to the hyperplane on the
T(w;) =1 Yw; € §(0)

Note that any solutiofi™ to the problem in (6) is exact.
It will find a global optimum for the first-stage problem.
Recall that when we formulated (1), we assumed that
P andQ were known probability measures. Knowledge of
P and@Q implies that the coefficients; andg; in (6) are
known constants. As such, the objective function and all
constraints in (6) are, in fact, linear in the variab{g5}.
We can therefore form theP relaxationof the IP (6) (see
p.194 in [7]), by letting eacH; take on real values on the
unit interval. The following LP results:

true side are thenintermsof 7', and the points closest on
the false side are theaxtermsof T". For our purposes,

(T \ ng) =0 V%f € F(©) we define a minterm of to be an element; € 27 that
T; <Tj; Y(i,j) s.tw; Cwj is minimally positivei.e., T; = 1 andT; = 0V w; C w;.
0<T,<1,T,€R Vi ) We define a maxterm df to be an element; € 27 that

is maximally negative.e., 7; = 0 andT; = 1V w; D
For moderate numbers of terminals, the LP (7) can be w;. We are interested in minterms (maxterms) because the
solved very efficiently. There is the issue that a feasible unique reduced DNF (CNF) representation of a monotone



mogotone truth table to a simple iterative algorithm for finding approximate so-
lutions. The feature of the monotone truth tables that we
rely on is that maxterms are the closest points to the hy-
0] perplane on the false side, and minterms are the closest on
the true side. Formally, suppo%gis a monotone truth ta-
ble and letv; be one of the maxterms @f. By definition,
T; = 0. LetT” be another truth table identicalTg except
thatT; = 1. Then, T’ is also a monotone truth table, and
w; is now a minterm off”.
- Suppose for simplicity that there were no allow or deny
O O groups specified. The idea behind the iterative algorithm
P .q p .q is that, starting with the aII-_zerostruth table, we make-a se
00" =1 10> Tor1 quence of small perturbations to the current truth table to
arrive at a solution of (2). Each perturbation is simply se-
Figure 7. Example of a monotone truth table lecting one of the maxterms of the current truth table and
represented as a hyperplane. converting it to a minterm i.e., choosing one of the points
closest to the hyperplane on the false side, and shifting the
hyperplane slightly so that the point ends up on the true

truth tableT is simply a disjunction (conjunction) of its ~ Side. After each perturbatiod,’, p;T; is slightly higher

minterms (maxterms). Thus, the minterms and maxterms@"d>_; ¢;(1 —T:) is slightly lower, and most importantly,

are like “support vectors” for our separating hyperplane. W€ stlll_have a monotone truth table. Wg then (.:ontl.nue
Using this graphical interpretation, the objective func- perturbing L_mtll we can no longer do so without violating

tion 3", ¢:(1—T3) that we are trying to minimize is simply (e constraind_; p,7i < Fp.

the sum of they; values for all points on the false side. The A graphical intuition for the iterative procedure can be

constrain®. p;T; < po is just an upper bound on the sum developed through an exampleR?, as §hown in Figure

of the p; values for all points on the true side. The allow 8- The sequence of maxterms chosenis wio andwp; .

groups are requirements that the: } lie on the true side, ~ The hyperplane (i.e., truth table) that results after step 3

and the deny group constraints are requirements that thd€presents the formulel = a + b.

{wzf} be on the false side. Finally, the upper bound on the

number of terminalsM,, determines the dimensionality

true side

p(}] ’ q]() Jalse side p“ > qog

normal

of the hypercube we work in. A start
In summary, the problem of finding an optimal
monotone truth table has the following graphical interpre- o ®

tation. We are searching for the separating hyperplane that 0 11
minimizes the sum of; values for the hypercube vertices
on the false side, while limiting the sum of the values

on the true side, and obeying the constraints that certain
vertices lie on certain sides of the hyperplane. In our case,

of course, the hypercube vertices correspond to elements step 3 step 2 step 1
of 27, The visualization in Figure 7 generalizes directly
to higher dimensions. >
Q) (Q)
00 10

5.3 Iterative Solution

The LP in (7) can be solved very efficiently for mod- Figure 8. Example of iterative algorithm for
erate numbers of terminal vertices, using widely avail-  finding the optimal monotone truth table.

able LP solvers. However, for larger sets of terminals,

the number of constraints in (7) becomes large. In par-

ticular, for M, terminals, there aréZ,2*°—! monotonic- Computing the maxterms of a monotone truth table

ity constraints in2™° variables, which, beyond roughly T is just themonotone CNF-DNF dualizatioproblem,

My = 20, is too many constraints for even the most ad- which has been well studied (e.g., [9]). The only other

vanced LP solvers{2X~1 is the number of edges in a issue to resolve, then, is how we select between the max-

K-dimensional hypercube). As such, solving the LP be- terms at each step. We must base our selection on a heuris-

comes very difficult, even with the more advanced LP tic decision rule. For example, we might choose the max-

solvers. term with the largest; value (which corresponds to the
Inlarge problem instances, therefore, we must settle forlargest gain in longevity), or instead the smallgsvalue

an approximate solution to the first-stage problem. The (resp., smallest loss in privacy). We found, through our

graphical interpretation described in Section 5.2 leads usexperiments, that the most effective heuristic was agtuall



Require: Py, Mo, {w:}, {w/}, {p;} and{g;} The iterative technique allows us to find a solution in

1: T « all-zeroes truth table O(2Mo) iterations (one iteration per truth table entry),

2: for i = 0to 2Mo—1 do which is far better than solving an LP, which in our ex-

3 if Jw e {wf,wi,...} s.tw; Cwthen periments was approximately quadratic in the number of

4: Ty —1 constraints M,2Mo—1 [7]. As we discuss in Section 6,

5. endif another benefit of the iterative technique is that we can ef-

6: end for ficiently handle the case where the second-stage problem

7. P(©) <« >, piT; is infeasible (i.e., there is n®@ ~ ©* that meets all con-

8: while P(0©) < P, do straints in (3)). With the LP approach, on the other hand,

9: L — mazterms(T)\ {w],wf,...} we may need to solve a whole new LP.

10 forall w; € L do

11: zi — 6 Solving the Second-Stage Problem

12:  end for

18 L'« Lsorted byz; V"j“”e in descending order To begin solving the second-stage problem in (3), we

14:  k « first element oL form a DNF expressioti, as a disjunction of the true

15 OK « false rows of the first-stage solutioi*. The second-stage

16:  while OK = false do _ problem, then, is to find a configuration logically equiv-

17 it P(©) +px > P, or settingTy, «— 1would 105t 109~ that satisfies the remainder of the constraints
causer” to be unimplementabkhen in (3). This corresponds to finding a good factorization of

18: if there are more elements Iri then Fs.

19: k « next element of.’ A brute-force approach to finding a good factorization

20: else would be to exhaustively form all possible factorizations

2L return?” of F§, and check if each factorization satisfies all of the

22: end if constraints in (3). However, it is unclear how to exhaus-

23 else tively form all possible factorizations dfg. Fortunately,

24 OK « true there exist techniques in the digital circuit design litara

25: end "f (see [10] for a summary) that allow us to systematically

26:  end while explore a portion of the space of possible factorizations

27: Ty —1 of £ (though not the entire space). Thus, our approach

28 P(@), — P(©) +pr will be to select a technique, and exhaustively check each

20: end while element of the space explored by that technique.

30: returnT’

Algebraic factoringconsiders a Boolean expressifn
to be a polynomial, and applies polynomial factoriza-
tion laws to F'. For example, the distributive law (i.e.,
ab+ ac = a(b + ¢)) is within the scope of algebraic tech-
nigques. Very fast algorithms exist for algebraic factoring
Boolean factorings a strictly more powerful technique
that adds in the rules of Boolean logic e.ga, = a and
a + a = 1. Boolean factoring sometimes finds factor-
izations that algebraic factoring does not, since it uses a
larger set of factoring rules. However, Boolean factor-
i . ing is computationally very expensiv@&raph partitioning
Now, if we had group constraints, we would only need [11] s a graph-theoretic technique that is not as expensive
to modify the iterative algorithm slightly. Rather than 54 Boolean factoring, but yields a larger set of factoriza-
starting withT; = 0 Vi, we begin by settind(w) = 1 tions than algebraic factoring.
for each al_low groupy € {wg,w;...}. To ensure that For any given Boolean expressidn, its dual F’ is
we start with a monoton#', we also sefl’(w) = 1 for formed by replacing all conjunctions with disjunctions,
anyw D wi. Then, as the iterations progress, if we and vice versa (note th&F”)’ = F). In many cases, fac-
are everfprefsented with the option of adding & maxtermqing r” and dualizing the result yields factorizations that
w € {wy,wi ...}, we do not do so (since we require e would not have found by factoring directly. More-
T(w]) = 0). We instead choose the next best maxterm gver, in our problem, we have the advantage thgtis
instead (according to our heuristic). monotone. As such, some of the extra factoring rules
Pseudocode for our iterative algorithm is given in Fig- allowed by Boolean factoring simply do not apply e.g.,
ure 9. The iterative algorithm is suboptimal because oura + @ = 1. As such, the set of factorizations produced
choice of maxterm at each perturbation step is greedy.by algebraic factoring, Boolean factoring and graph par-
However, as we will show in our experiments, in cer- titioning will be very similar. Therefore, our strategy for
tain circumstances our iterative algorithm actually finds solving (3) will be to apply algebraic factoring to bakt,
the global optimum. and its dual, and check all resulting factorizations for fea

Figure 9. Pseudocode for iterative algorithm
for solving the first-stage problem (2).

the ratio of these two values. That is, we choose the max-
term of the current truth table that maximizgs We just
greedily select the highest gain in longevity at each step
for the lowest amount of proportional privacy loss.



sibility. 10
If we conclude that there is no factorizationfgf that
is feasible, we must “back-off” from our first-stage so-
lution, and find a newF§. There are multiple ways to
find a newFs. Each method amounts to finding the next-
bestT* from the first-stage solution. For example, if the
LP solver we are using outputs a sequence of truth tables
which were considered as the solver converged upan
we could use the next-to-last one in the sequence. Simi-
larly, if we used the iterative technique, we can undo our
final step and use the maxterm with the second Best

——LP
—v—lterative
—o—Global optimum

Q(©) - probability of data loss

-3

r_atio instead. Alte_rnatively, we could modify one of the 10 005 o1 o 02 025 03 035
first-stage constraints, and re-solve the LP, to get a whole P, — bound on probability of break—in
new7™. Whichever method we use to “back-off”, we use

a newT* and retry the second-stage problem. Figure 10. Comparison of first-stage solu-

In our experiments, we found that whenever the first-  tion techniques, using four identical termi-
stage solutio®* was unimplementable, there would not nals whose failures are independent.
be any logically equivalent configuratiof® ~ © such
that®’ was implementable (i.e., the second-stage was al-
ways infeasible). As such, we modified the iterative tech- 10
nique if Figure 9 (i.e., we added an extra condition to the
if-clause in line 17) such that if adding a maxterm ever
caused the configuration to become unimplementable, we
would simply choose the next best maxterminstead. Inthe
LP technique, we would simply lower the valuefef, and
re-solve the LP. There do exist DNF formulBs where
O is unimplementable, but an implementable factorization
exists. For exampleia + ¢)(a + d)(a + e)(b + ¢)(b +
d)(b + e) is unimplementable, but is logically equivalent
to (a+b)(c+ d+ e), which is implementable (in fact, it is
read-once). However, in our experiments, such configura- 10 o5 o1 ois 02 0% 03 0ss
tions never arose as solutions to our optimization problem. P, ~ bound on probability of break-in

——LP
—v—lterative
—o—Global optimum

107t x5

10 b

Q(©) - probability of data loss

Figure 11. Comparison of first-stage solu-
tion techniques, using four heterogeneous
terminals whose failures are independent.

7 Experimental Results

A few questions arise naturally from our discussion
thus far, which are best answered through experiments.
Firstly, how does the performance of the various first-stage
solution techniques compare? Shown in Figures 10 andwas strong against break-ins but weak against data loss
11 is the probability of data losg)(©), for the solution (P! = 10% andQ = 20%) and one that was the oppo-
O to (1) that is output by the LP and the iterative tech- site (P; = 20% andQ?, = 10%). We see in this case that
nigues, for various values of the bound on break-in proba-the outputs of the LP and iterative techniques are identi-
bility, Py. The@Q(O) values for the global optimum, found cal, but are both slightly worse than the global optimum
through a brute-force search, are also shown. Four termi-for some P, values. Similar results were observed with
nals were used, (i.eMy = 4) and failures (i.e., break-ins  various settings of terminal failure probabilities.
and data loss) at each terminal were assumed to occur in- The performance of the LP and iterative techniques dif-
dependently of all other terminals. fer when correlations are introduced between the failures
In Figure 10, we assume that each terminal is broken-of terminals. Figure 12 shows the results usilg = 6
into by an attacker with probability?® = 20%, and the terminals,Pt = 20% andQ! = 20% for all terminals, and
data at each terminal is destroyed with probabiljty = the following two assumptions of correlated failure: when
20%. The Q(©) achieved by the LP and iterative tech- « is broken-into, so i$, and data loss occurs simultane-
niques are both equal to the global optimum, in this caseously atc andd. In this case, th€)(©) achieved by the LP
(the three curves overlap). This result was found to apply is better than the iterative for mos} values. Results for
even when the values ¢t and@! were varied. In Figure  the global optimum were not computed, since even with
11, the independent failures assumption was retained, but\V/, = 6, a brute-force search was intractable.
the terminals’ failure characteristics were heterogeseou There is a caveat to the experimental results thus far.
We used a “strong” terminal{! = 10% andQ?, = 10%), The configurations output by our first-stage solution tech-
a “weak” terminal ¢/ = 20% andQ! = 20%), one that nigues were often not implementable. So, we ask, what is



Q

CCCCCC——TUTUUTU7IQ

107 : : : Fo

——LP
abc + bd + cd

(b+ cd)(d+ ac)

. (c+bd)(d + ab)
107 1 blac+d) + cd
c(ab+ d) + bd

abc+ d(b+ c)
10 | (abc+ d)(b+ ¢)
(a+d)(b+ c)(b+d)(c+d)
i bla+d)(c+d)+cd
cla+d)(b+d) +bd
740 0.05 ‘ 0.15 0.2 (b+cd)(a+d)(c+d)
P, —bound on probab|l|ty of break-in . (d + GC) (b +c (b + d)
( (
(

Q(®) - probability of data loss

10

c+bd)(d+ a)(d+Db)
¢+ b)(c+ d)(d + ab)

g
wwwwwwmwwhhwwm@
=
U‘IU‘IU‘IU‘IU‘IU‘IU‘I##U‘IU‘IU‘IU‘I#’&S

Figure 12. Comparison of first-stage solu-

tion techniques, using six identical termi-

nals whose failures are correlated. Figure 14. Results of algebraically factoring
Fg = abc + bd + cd and its dual. In the fourth

column, P = proper, | = implementable and
10 : : : U = unimplementable.

—v— With back-off
—e— Without back-off

ing first-stage solutions that were unimplementable, with-
out ever proceeding to the second-stage. Note that reject-
107} ing solutions in the first-stage saves us a lot of computa-
tional effort, both in exploring the space of factorizason
in the second-stage, and checking the implementability of
each factorization (which is a costly procedure). We do
not incur the second-stage expense, only to be forced to
2 ‘ ‘ return to the first-stage.
0 b 0_°b50un 4 on oroisbili 01 02 A third question is concerns the space of factorizations
probability of break in ' R X )
explored via algebraic factoring dfe and its dualFy,.
Figure 13. Comparison of P(O) achieved Are there enou_gh fac_:torizations? We consider_as an ex-
; o : - ample the configuratiofty = abc + bd + cd, which is
wlth fOl_Jr terminals, when implementability the first-stage solution whekly — 4, P' = Q' — 20%
is considered. independently an@®, = 10% (same parameters as Figure
10). Fo is implementable. Figure 14 lists configurations
logically equivalent td that were found using algebraic
the impact of requirin@® to be implementable? Figure 13 factoring, along with their depti(©), number of non-
compares th&)(©) values achieved by the iterative tech- terminalsN(©) and clas<(©). We see that even for a
nique when we are required to “back off” from unimple- relatively small number of terminals, there is a fairly rich
mentable solutions as described in Section 6, to the valueset of alternative factorizations for us to choose from.
achieved when we do not “back off”. Here we assumed  Fourthly, the scalability of each first-stage technique is
My = 4and Pt = Q' = 20% — recall from Figure 10  of interest. As we mentioned, a brute-force search for a
that in this case the iterative technique found the global global optimum is intractable beyond roughlyy = 5
optimum. We see that for sonfg values, we pay a large terminals (withAd, = 6, there are more than 8 million
Q(©) penalty for requiring implementability. However, monotone truth tables to check). In our experiments, us-
at the points where the two curves meet, the solution out-ing a PC with a 1.4 GHz processor and 1 GB of memory,
put by the iterative technique is actually implementable. we were able to run the LP technique for uphfy = 12
From these results we see that implementability really is terminals, and the iterative technique for upMty = 20
a significant issue — if we ignore it, we are likely to end terminals, using “un-optimized” code in both cases. We
up with an unimplementable configuration, whereas if we conclude that our techniques can be used for the approx-
consider it, we often get reduced levels of protection. imate solution of (1), with a reasonably large set of ter-
In every experiment, without exception, whenever minals. Observe that we did not specify allow or deny
the first-stage solution was unimplementable, we found groups in our experiments — if we did, the problem size
no logically equivalent configurations that were imple- could be reduced greatly since mdfiyvalues would be
mentable. This observation was the justification, in the it- determined by these group constraints. Moreover, in the
erative technique (see pseudocode in Figure 9), for reject-special case of identical terminals that fail independentl

Q(®) - probability of data loss
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there are optimizations that can be made which would al- minterms are converted to maxterms. There are other
low us to compute solution for much larger problem in- minor changes, but all of the physical intuitions follow
stances. through completely.

Finally, we ask whether our techniques are actually
helping us. That is, how useful are the techniques that
we have developed compared to a “naive” strategy where
terminals are conncected in a simple structure? Given
M, terminals, a reasonable strategy might be to make Thus far, we have take(f2p,P) and (2g, Q) to be
% copies of the root data (assuming}, is even), independent probability spaces — terminals being broken-
and split each copy into two pieces. It is easy to show into do not statistically affect data being lost. However, i
that, with Pt = Q' = 20% and independent terminal is straightforward to generalize our model and techniques
failures, this strategy achieve3(©) = (0.36)@ and to the correlated case, by considering a single new prob-
P(©) = 1 — (0.96). Figure 15 compares these val- 2aPility space((s,S), whereQds = {1p x g is a cross-
ues to theQ(©) and P(©) at the optimum found by the product sample space, afids a new failure dlstr|but|on_
iterative technique, foP, fixed at 20% and\, ranging that accounts for arp|trary _corre_latlons between terminal
between 4 and 12. We see that the probability of data loss,dat@ 10ss and break-ins. With this model, we could model
Q(©), achieved by the iterative technique is consistently & Very malicious attacker, indeed e.g., one who destroys
an order of magnitude smaller than the naive strategy, andEVerY terminal that he breaks-into. The resulting changes
that this gap is gradually increasing with more terminals. to our solution techmques are totally straightforward, al
Moreover, beyond roughly 11 terminals, the naive tech- though we do not discuss them here.
nique violates our constraint th&(0) < Py, = 20%,
whereas the iterative technique consistently makes effi-8.3 Other Related Work
cient use of our specified tolerance for break-in probabil-
ity, P(©). These results suggest that our techniques are,
indeed, offering significant advantages over a seemingly
reasonable (but naive) strategy.

8.2 A Generalization

The taxonomy of configurations (see Section 3.2.2) and
related membership algorithms are developed in [5]. To
our knowledge, the only other work that simultaneously
0 ‘ ‘ ‘ addresses data privacy and longevity issues is [4]. They
make use of threshold security schemes [12, 13], which
split data intok shares — any < k shares can reconstruct
the data, and fewer thanleak no information. Our Split
operator useg = 1, and our Copy useg = k. However,
configurations are compositions of simple primitives and
allow asymmetry (e.g., Figure 1), whereas a threshold op-
erator is symmetric and behaves as a single “black box”.

Other relevant work [14, 15, 16] considers privacy is-

——Q(®) - Naive

Achieved failure probabilities

10"'k|-6-P(0) - Naive y sues when data is released for processing. They assume
XS(O):“H&FWG that data stored within the database is safe from both
10° (©) - lterative] ‘ break-ins and data loss. Similarly, there is much work on
4 6 M, - Numbe of terminals 12 data longevity (e.g., [17, 18]) which focuses on replicatio

as a means of ensuring longevity.

Figure 15. Comparison of P(0©) achieved by
the iterative algorithm and a naive strategy, 9 Conclusions
using four terminals that fail independently.

Using our model of configurations, we defined met-
rics over the space of systems that safeguard data, and

8 Discussion presented an optimization problem whose solution is an
optimal configuration under specified tolerances and con-
8.1 Dual Problem straints. We have also presented a tractable solution

methodology for this problem. Experimental results sug-

All of the reasoning developed in this paper would ap- gest that our techniques can yield significantly better so-
ply directly to the “dual” problem of minimizing?(©) lutions than a naive strategy. Our results also highlight
subject to an upper bound 6N(©), with only minor mod- the importance of properly dealing with unimplementable
ifications. For example, in the LP (7), we interchange configurations.
the inequality constraint and the objective function. In Acknowledgement: We gratefully acknowledge Sid-
the iterative technique, we start instead with the all-onesdharth Joshi (sidj@stanford.edu) for his input during the
truth table, and sequentially shift the hyperplane so thatdevelopment of our LP-based solution technique.
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