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Abstract. Existing uncertain databases have difficulty managing data
when exact confidence values or probabilities are not available. Confi-
dence values may be known imprecisely or coarsely, or even be missing
altogether. We propose a generalized uncertain database that can man-
age data with such incomplete knowledge of uncertainty. We develop a
semantics for generalized uncertain databases based on Dempster-Shafer
theory. We propose a representation scheme for generalized uncertain
databases that generalizes the Trio representation. Our approach builds
upon Trio’s query processing techniques to extend them to operate on
generalized uncertain databases.

1 Introduction

There has been a lot of recent research on the topic of uncertain databases. The
intent is to enable databases to manage data that has incomplete or imprecise
information. However, most uncertain databases require that exact confidence
values (or probabilities) are attached to the data being managed. Effectively,
only aleatory uncertainty [17] can be represented and managed. On the other
hand, knowledge about uncertainty may be incomplete in the case of epistemic
uncertainty [17]. In this paper, we take initial steps towards managing incom-
plete uncertainty, by proposing the notion of a generalized uncertain database: a
database that manages incomplete information about uncertainty. In addition to
aleatory uncertainty, generalized uncertain databases can also manage epistemic
uncertainty.

There are many different ways in which uncertainty can be incomplete. We
use uncertain data about movies and release years, obtained as a result of infor-
mation extraction, say, to illustrate some different kinds of uncertainty. In the
following, (1) is an example of “complete” uncertainty, while (2), (3) and (4)
illustrate three kinds of incomplete uncertainty.

1. Exact confidence values: The Godfather was released in 1972 with confi-
dence .8 and 1974 with confidence .2.

2. Missing confidence values: Shawshank Redemption was released in 1984 or
1994.

3. Imprecise confidence values: Pulp Fiction was released in 1994 with confi-
dence at least .5. (Effectively, confidence is between .5 and 1.)
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4. Coarse confidence values: Die Hard was released in 1988 or 1989 with con-
fidence .8, or 1990 with confidence .2.

A naive way to managing incomplete uncertainty would be to assign exact
confidence values when values are not available, thereby coercing data into an
existing uncertain data model; for example Trio [19] assigns confidence values
uniformly to all alternatives in the case of missing confidences. Such an approach
may yield confidence values for query result tuples that are not implied by the
data. Also, queries asking for all tuples that “could have confidence .5”,
“have confidence at least .5”, or “have confidence at most .5” cannot
be answered.

Incomplete uncertainty has been researched extensively from a mathematical
perspective, and this research has resulted in the development of rich theories like
Dempster-Shafer theory [17]. But the current breed of uncertain data models and
systems are not designed to handle such incomplete uncertainty, since they are
based on Bayesian probability. Previous work has recognized the need to manage
specific kinds of incomplete uncertainty [3], but has not provided solutions.

Incomplete uncertainty also arises when we relax the strict independence as-
sumption that is made by most models and systems for uncertain data. Consider
the following two pieces of uncertain data with exact confidence values:

– The Godfather was released in 1972 with confidence .8 and 1974 with con-
fidence .2.

– The Godfather II was released in 1972 with confidence .3 and 1974 with
confidence .7.

Suppose we want to know whether The Godfather was released at least one
year before The Godfather II. Assuming independence, the confidence would
be .56. Without assuming independence, Fréchet-Hoeffding bounds indicate that
the confidence is at least max(.8+.7-1, 0) = .5 and at most min(.8,.7), but
we cannot be more precise than that. Hence, we might get imprecise confidence
values having started with exact confidences, when no assumption can be made
about independence.

A generalized uncertain database can manage a combination of aleatory and
epistemic uncertainty, and hence is a strict generalization of uncertain databases:
a generalized uncertain database degenerates to an uncertain database when
exact confidence values are provided.

The key ingredients of our approach to managing incomplete uncertainty in
databases are:

– Data and query semantics: We propose a semantics for generalized uncertain
databases based on Dempster-Shafer theory, and the associated semantics for
queries over such databases. We have chosen Dempster-Shafer theory because
it is a mature and elegant generalization of Bayesian probability theory that
incorporates epistemic uncertainty in addition to aleatory uncertainty. We
demonstrate how the new semantics degenerate to the semantics for current
uncertain databases. (Section 2)



– Representation: We propose a representation scheme for generalized uncer-
tain databases. Our new scheme extends the representation used by Trio,
but preserves the notion of lineage. We demonstrate how our motivating
examples can be represented using this scheme. In fact, the use of lineage
ensures that our scheme is complete for generalized uncertain databases, and
hence can represent all generalized uncertain database instances. (Section 3)

– Query processing: We adapt Trio’s query processing techniques to operate
over our representation for generalized uncertain databases. We reuse with-
out modification the eager data processing aspects of Trio query processing,
which also computes lineage. We generalize the lazy confidence computation
problem to a lazy uncertainty evaluation problem to agree with the specified
semantics. Like confidence computation, uncertainty evaluation is #P-hard
in general, but PTIME when the lineage is conjunctive. (Section 4)

We emphasize that our new proposal requires only minor modifications to
the semantics, representation, and query processing algorithms for uncertain
databases, while still enabling the management of various kinds of incomplete
uncertainty in a unified manner.

We discuss related work in Section 5 and list interesting directions for future
research in Section 6.

2 Semantics

In this section, we define data-model semantics for generalized uncertain
databases, and the associated query semantics.

2.1 Data Model

The standard semantics for uncertain databases uses the notion of possible
worlds: the possible states for the database, with a probability distribution de-
fined over the set of possible states. We relax the requirement of a probability
distribution, and instead only require a Dempster-Shafer mass distribution [17].

Definition 1 (Generalized Uncertain Database) A generalized uncertain
database U consists of a finite set of possible worlds PW and a mass function
m : 2PW → [0, 1] such that: ∑

S∈2P W

m(S) = 1

Notice that m assigns mass to every subset of possible worlds (although many
may have mass zero), as opposed to the traditional Bayesian way of assigning
a probability to each individual possible world. It is useful to interpret mass
m(S) assigned to a set of possible worlds S as probability mass constrained to
stay within S, but free to be assigned anywhere within S. For example, when
S = {W1,W2}, it is unspecified how m(S) is to be split between W1 and W2.



Since we use the Demspter-Shafer interpretation for the mass function, we also
have the belief and plausibility functions, which can be interpreted as the lower
and upper bounds for probabilities:

bel(S) =
∑
A⊆S

m(A)

pl(S) =
∑

A∩S 6=∅

m(A)

This interpretation allows us to answer queries that ask for tuples which “could
have probability more than .5” (mentioned in Section 1). We don’t further
describe details or intuition for belief or plausibility functions in this paper, and
instead refer the reader to [17]. We do, however, note the following relationships:

m(S) =
∑
A⊆S

−1|S−A|bel(A)

pl(S) = 1− bel(S̄)

We now illustrate how generalized uncertain databases allow us to repre-
sent incomplete uncertainty. We consider single-tuple databases based on our
examples in Section 1 and construct mass functions for each.

1. Exact confidence values: This is the standard probabilistic case, and hence
all the mass is contained in sets with a single possible world. It is worth
noting that the mass function is the same as the belief and the plausibility
function, and hence mass can be interpreted as probability.

W1 W2

The Godfather, 1972 The Godfather, 1974

m(S) = .8, S = {W1}
= .2, S = {W2}
= 0, otherwise

2. Missing confidence values: Since no confidence values are known, all the mass
is assigned to the set of all possible worlds. For all individual possible worlds,
the belief and plausibility functions are 0 and 1 respectively.

W1 W2

Shawshank Redemption, 1984 Shawshank Redemption, 1994

m(S) = 1, S = {W1,W2}
= 0, otherwise



3. Imprecise confidence values: Imprecision about confidence can be represented
by assigning mass to the set with all possible worlds. For our example, we
get belief and plausibility values of .5 and 1 for W1, and 0 and .5 for W2.

W1 W2

Pulp Fiction, 1994 ∅

m(S) = .5, S = {W1}
= .5, S = {W1,W2}
= 0, otherwise

4. Coarse confidence values: In this case, confidence is specified over sets of
possible worlds, but not exactly to each individual possible world.

W1 W2 W3

Die Hard, 1988 Die Hard, 1989 Die Hard, 1990

m(S) = .8, S = {W1,W2}
= .2, S = {W3}
= 0, otherwise

Since all the above kinds of uncertainty can be captured in generalized uncertain
databases, we can provide a unified semantics for various kinds of incomplete
uncertainty and exact probabilities. The Trio system allows relations with exact
probabilities and missing confidences, but a query joining these relations coerces
the relation with missing probabilities by assigning them uniformly, and hence
the results are ad-hoc. In contrast, our new proposal is able to combine such
information in a principled manner.

We now formalize the observation1 that our new data-model semantics gen-
eralize semantics for probabilistic databases [19].

Observation 1 (Probabilistic Databases) Probabilistic databases are those
generalized uncertain databases where:∑

|S|=1

m(S) = 1

Probabilistic mass functions are those mass functions that satisfy the property
above.

We also observe that our semantics generalizes uncertain databases without
probabilities as described in [19].

Observation 2 (Uncertain Databases without Probabilities) Uncertain
databases without probabilities are those generalized uncertain databases where
m(PW ) = 1.
1 We omit all proofs in this presentation.



2.2 Query Semantics

We now describe semantics of queries over generalized uncertain databases.

Definition 2 (Queries over Generalized Uncertain Databases) The re-
sult of a relational query Q over a generalized uncertain database U with possible
worlds PWU and mass function mU is a generalized uncertain database R. The
possible worlds PWR and mass function mR : 2PWR → [0, 1] for R are:

PWR = {Q(W )|W ∈ PWU}
mR(S) =

∑
A such that

S={Q(W )|W∈A}

mU (A)

Notice that these semantics correspond to those of probabilistic databases in
spirit: the set PWR is the same in both cases, and the mass function over PWR

is constructed in a manner similar to the construction of probability values in
probabilistic databases. In fact, the following observation formalizes that query
semantics for generalized uncertain databases degenerate to those of probabilistic
databases.

Observation 3 When the mass function m for a generalized uncertain database
is probabilistic:

∑
|S|=1m(S) = 1, the mass function for the generalized uncertain

database resulting from the application of a relational query is also probabilistic,
and is the same as that provided by semantics for probabilistic databases.

For completeness, we also make the following observation:

Observation 4 When the mass function for a generalized uncertain database
corresponds to an uncertain database without confidences: m(PW ) = 1, the mass
function for the generalized uncertain database resulting from the application of
a relational query also corresponds to an uncertain database without confidences.

3 Representation

In this section, we describe our new representation scheme for generalized uncer-
tain databases. This scheme is a modification of the representation scheme used
by Trio [19] in the sense that it preserves the notions of alternatives, x-tuples and
lineage. The significant change is that probabilities associated with alternatives
are replaced by a mass function defined for each x-tuple.

We start by describing our scheme without lineage, and then incorporate
lineage. A database instance is represented by a set of x-tuples, each with an
associated x-mass function. We use a running example to describe these notions,
and to show how a generalized uncertain database instance is interpreted from
a representation instance.



– Alternatives and x-tuples: Databases are comprised of x-tuples. Each x-tuple
consists of one or more alternatives, where each alternative is a regular tuple
over the schema of the relation. For example, the following relation consists
of two x-tuples from our running example.

t1 Die Hard, 1988 Die Hard, 1989 Die Hard, 1990
t2 Pulp Fiction, 1994 ?

Possible worlds for the database are obtained by picking exactly one alterna-
tive from each x-tuple. Symbol “?” is a special alternative value; picking it
denotes that none of the other alternatives are picked [19]. The first x-tuple
has three possible states, while the second x-tuple has two possible states.
Hence, the possible world set PW has six possible worlds as shown below.

W1 W2 W3

Die Hard, 1988 Die Hard, 1989 Die Hard, 1990
Pulp Fiction, 1994 Pulp Fiction, 1994 Pulp Fiction, 1994

W4 W5 W6

Die Hard, 1988 Die Hard, 1989 Die Hard, 1990

– x-mass functions: An x-tuple with the set of alternatives A has an associated
x-mass function m : 2A → [0, 1] such that

∑
S⊆Am(S) = 1. For the x-tuples

above, the mass functions over single-tuple databases as shown in Section 2
are valid x-mass functions:

x1(S) = .8, S = {(Die Hard, 1988), (Die Hard, 1989)}
= .2, S = {(Die Hard, 1990)}
= 0, otherwise

x2(S) = .5, S = {(Pulp Fiction, 1994)}
= .5, S = {?}
= 0, otherwise

The intuitions described for mass functions in Section 2 carry over to x-mass
functions. We have an x-mass function for each x-tuple in the representa-
tion. From these functions, we interpret the mass function m over the pos-
sible worlds to get a generalized uncertain database from a representation
instance. Conceptually, we first interpret each x-mass function as a basic
mass function over the set of possible worlds, and then “combine” these ba-
sic mass functions to obtain the mass function for the generalized uncertain
database.

– Basic mass functions: In general, the basic mass function mi : 2PW → [0, 1]
for an x-mass function xi : 2A → [0, 1] is constructed as follows:

mi(S) = xi(B), S = {W ∈ PW : ∃a∈B⊆A, a ∈W}
= 0, otherwise



Consider the x-mass functions x1, x2 for the tuples above. We create the
corresponding basic mass functions m1,m2 as follows:

m1(S) = .8, S = {W1,W2,W4,W5}
= .2, S = {W3,W6}
= 0, otherwise

m2(S) = .5, S = {W1,W2,W3}
= .5, S = {W1,W2,W3,W4,W5,W6}
= 0, otherwise

– Combination: The basic mass functions mi for all x-tuples are combined to
obtain the mass function m for the generalized uncertain database using
Dempster’s combination rule:

m =
⊕

i

mi

where the operator ⊕ is defined2 as follows [17]:

(m1 ⊕m2)(S) =defn

∑
A∩B=S

m1(A) ·m2(B), S 6= ∅

=defn 0, S = ∅

m is uniquely is defined by the above expression, since Dempster’s rule is
known to be associative and commutative. For the example above, we obtain
the following mass function m:

m(S) = .4, S = {W1,W2}
= .1, S = {W3}
= .4, S = {W1,W2,W4,W5}
= .1, S = {W3,W6}
= 0, otherwise

It must be noted that Dempster’s rule makes an assumption that trans-
lates to the independence assumption in the probabilistic case. We show an
example that illustrates that the above interpretation degenerates to the in-
terpretation in probabilistic databases under the independence assumption.
Suppose, x1, x2 for the example above were both probabilistic:

2 We have simplified the combination rule by eliminating normalization to account
for conflict (usually denoted by K), because construction of the basic mass function
ensures that we never encounter non-zero conflict.



x1(S) = .5, S = {(Die Hard, 1988)}
= .3, S = {(Die Hard, 1989)}
= .2, S = {(Die Hard, 1990) }
= 0, otherwise

x2(S) = .5, S = {(Pulp Fiction, 1994)}
= .5, S = {?}
= 0, otherwise

We would get the corresponding basic mass functions m1,m2 as:

m1(S) = .5, S = {W1,W4}
= .3, S = {W2,W5}
= .2, S = {W3,W6}
= 0, otherwise

m2(S) = .5, S = {W1,W2,W3}
= .5, S = {W4,W5,W6}
= 0, otherwise

Hence, we get the mass function m for the generalized uncertain database
as:

m(S) = .25, S = {W1}
= .15, S = {W2}
= .1, S = {W3}
= .25, S = {W4}
= .15, S = {W5}
= .1, S = {W6}
= 0, otherwise

Notice that this mass function m is probabilistic. In fact, it corresponds di-
rectly to the semantics of probabilistic databases. We formalize the intuition
suggested by this example below:

Observation 5 When the x-mass functions for all x-tuples in a generalized
uncertain database are probabilistic, the mass function for the generalized
uncertain database is also probabilistic, and corresponds to the probability
distribution defined in probabilistic databases.

Similarly, we also have:



Observation 6 When the x-mass functions for all individual x-tuples in
a generalized uncertain database correspond to uncertain databases without
confidences, the mass function for the generalized uncertain database also
corresponds to an uncertain database without confidences.

Based on results from [11], we can immedietly see that the model presented so
far for generalized uncertain databases is not complete, or even closed under
select-project-join queries. Hence, we incorporate the notion of lineage [19]
from Trio into the model.

– Lineage: Informally, lineage is a function λ : T → Bool(T ) where T =
∪W∈PWW . For each alternative in a database, lineage provides a Boolean
formula over alternatives. Consider an additional x-tuple t3 in the example
database above with:

t3 1989, 1994 ?

λ(t3, 1) = (t1, 2) ∧ (t2, 1)

We refer the reader to [19] for a comprehensive description of lineage. As
in [19], we use (ti, j) to reference the jth alternative of ti. X-tuples may
be base x-tuples when none of their alternatives have lineage defined (t1, t2
in the example) or derived when all alternatives have lineage defined (t3 in
the example). The possible worlds PW and mass function m over possible
worlds are interpreted based on the base x-tuples only, as described above.
An alternative a from a derived x-tuple is added to a possible world W if its
(transitive) lineage formula [19] λ∗(a) is “true” in the world W . Since (t1, 2)
and (t2, 1) are both present in W2, lineage of (t3, 1) is true in W2. Similarly,
lineage of (t3, 1) is true in W1,W2, and lineage of (t3, 2) is true in W2 and
W5. Hence, the possible worlds for the relation with x-tuples t1, t2, t3 are:

W1 W2 W3

Die Hard, 1988 Die Hard, 1989 Die Hard, 1990
Pulp Fiction, 1994 Pulp Fiction, 1994 Pulp Fiction, 1994

1989, 1994

W4 W5 W6

Die Hard, 1988 Die Hard, 1989 Die Hard, 1990

Our model requires that an x-mass function be provided for each base x-
tuple, while no x-mass functions may be explicitly provided for derived tuples
(just like confidences in Trio). Hence, the mass function over possible worlds
is not affected due the presence of lineage, and is constructed based on base
x-tuples only. The mass function for the generalized uncertain database with
x-tuples t1, t2, t3 is as shown earlier.

We can now state the following theorem:



Theorem 1. The representation scheme presented above is complete: there ex-
ists a way to represent every generalized uncertain database instance using the
representation scheme.

A complete representation scheme is necessarily closed under any class of queries,
when semantics are defined according to Definition 2. We omit the proof of the
above theorem, but note that a representation instance can be constructed for
each model instance in a manner very similar to [11]. The constructive proof
creates a “dummy” base x-tuple which has an alternative tW corresponding to
each possible world W in the model instance to be represented. Corresponding
to each tuple t in the model instance, a derived x-tuple t|? is created; the lineage
of t is the disjunction over all alternatives tW in the dummy tuple such that
t ∈W .

4 Query Processing

We consider select-project-join queries over generalized uncertain databases. We
adapt Trio’s query processing techniques to operate over our representation for
generalized uncertain databases. We reuse without modification the eager data
processing aspects of Trio query processing. Query results include lineage formu-
las identifying the data from which each result alternative is derived in the same
way as [19]. Hence, lineage plays the dual role of allowing tracing origins of result
data, while at the same time properly representing the semantics for generalized
uncertain databases as described in Section 3. The notion of lineage used by Trio
is sufficient to enable the extended semantics of generalized uncertain databases.
We do not describe this part of query processing, and instead refer the reader
to [19].

We generalize the lazy confidence computation problem in Trio to a lazy
uncertainty evaluation problem for generalized uncertain databases, to agree
with the new semantics.

4.1 Uncertainty Evaluation

Uncertainty evaluation occurs after result data and lineage have been computed
during the data processing phase. It involves computing mass, belief, or plausi-
bility values for a result tuple, henceforth collectively referred to as uncertainty
values. More generally, we allow computing uncertainty values for boolean for-
mulas over tuples. The formalization below states that uncertainty values for a
boolean formula are the corresponding values for the set of possible worlds where
the formula is satisfied.

Definition 3 Consider Boolean formula f consisting of variables correspond-
ing to tuples in a generalized uncertain database: f ∈ Bool(T ) where T =
∪W∈PWW . We define the mass, belief, and plausibility values for the formula f



as follows:

m(f) = m({W ∈ PW : f is true in W})
bel(f) = bel({W ∈ PW : f is true in W})
pl(f) = pl({W ∈ PW : f is true in W})

Uncertainty evaluation is the problem of computing an uncertainty value for an
input boolean formula. This problem is very general because it lets us ask about
the uncertainty in: (1) individual tuples, using a degenerate boolean formula; (2)
possible worlds, posed as a conjunction of all tuples; (3) any collection of tuples,
and their relationships expressed as an arbitrary formula.

The first part of uncertainty evaluation involves transforming the input
boolean formula f to another formula fb ∈ Bool(Tb), Tb = {t ∈ ∪W∈PWW :
t is a base tuple} over base tuples. Lineage is used in making this transforma-
tion, essentially by replacing any derived tuple by its lineage formula, transitively.
We need no modifications to this part of the algorithm, and refer the reader to
[19] for details.

Now we discuss the uncertainty evaluation problem for boolean formulas over
base tuples. We observe that this problem generalizes confidence computation
over boolean formulas in Trio: when input mass functions are probabilistic, all
three of mass, belief, and plausibility functions degenerate to probabilities. Since
confidence computation is known to be #P-hard, this observation immediately
establishes that the uncertainty evaluation problem is also #P-hard.

Theorem 2. Uncertainty evaluation for boolean formulas over base tuples is
#P-hard.

Hence, uncertainty evaluation can be expensive in general. The naive algo-
rithm enumerates the “truth table” E for the boolean formula, and computes
the mass function over 2E by combining individual mass functions using Demp-
ster’s rule. Efficient algorithms have been proposed for computation of belief and
plausibility functions using a mass function based on fast Möbius transform [13].

It is well known that in probabilistic databases, when the boolean formula
over base tuples is conjunctive, the confidence can be evaluated efficiently. This
result carries over to the uncertainty evaluation problem:

Theorem 3. Uncertainty evaluation for conjunctive boolean formulas over base
tuples is PTIME.

We omit the proof for this theorem, but make the following comment. Belief,
plausibility, and mass can each be treated as probabilities (lower, upper, and
mass, respectively) when the boolean formula over base tuples is conjunctive, and
the confidence computation module of Trio can be used directly for uncertainty
evaluation.

Approximation techniques have been proposed for the confidence computa-
tion problem [10]. The observations above suggest that such techniques can be



adapted to solve the uncertainty evaluation problem. Thorough investigation of
the uncertainty evaluation problem is left as future work; specific directions are
listed in Section 6.

5 Related Work

Generalized uncertain databases are based on Dempster-Shafer theory [17],
whereas probabilistic databases are based on Bayesian probability theory. There
has been a lot of work on Demspter-Shafer theory: [20] provides a good selection
of research. Demspter-Shafer theory doesn’t satisfy [8] the assumptions of Cox’s
Theorem [9], and hence the argument that probability theory provides the only
“consistent” way of managing uncertainty doesn’t apply.

Extended relational models based on Dempster-Shafer theory have been pre-
viously proposed [6, 7, 14–16, 21]. However, these models are incomplete, and do
not enable efficient query processing. More recently, there has been a flurry of
research focused on modeling and managing aleatory uncertainty in databases [2,
5, 12, 18, 19]. Techniques for efficient query processing have been developed and
implemented as a result of this research. Our approach bridges the gap between
these two lines of research.

There has also been recent research on possibilistic databases [4] based on
possibility theory. Like our approach, this proposal also enables managing of
data where no exact probability values are available. Possibility theory can be
captured in Dempster-Shafer theory in terms of representation, but it uses a
cautious combination operator instead of Dempster’s rule.

6 Future Work

This paper provides first steps towards enabling databases to manage uncertain
data that may not have exact confidence values. In doing so, it exposes numer-
ous challenges for managing data with incomplete uncertainty. We identify the
following as some interesting directions for future work:

– Adding information can decrease epistemic uncertainty, giving more precise
answers. Towards this end, we are investigating the data integration prob-
lem for generalized uncertain databases. Some early results from this line of
investigation are presented in [1].

– We have not extensively explored the problem of efficient uncertainty evalua-
tion for generalized uncertain databases. We expect that efficient techniques
can be derived by leveraging past research on Dempster-Shafer theory, pos-
sibly by making restrictions on the structure of mass functions and lineage.

– Approximation techniques have been proposed for confidence evaluation in
uncertain databases. It will be interesting to investigate whether they can
be extended to generalized uncertain databases.

– Implementation of these techniques in the Trio system is a natural next step.
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